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.PADN NND NN YITTY INA,ONNNA

DOPSMN DI0XV9INN VMIN MWINT”  1.3.2
ML MR MYITL OITNIWY DXWXINN DXDOVIIN D INNND) IWRN WP 1.3.2.1
NYNNN 220012 2 NADIA YNNI NINNNY OXRNNA— 39910Y 2 PI9Y 4 PyDa PN
DOYXINN DXDOVIIN DITNIY I MR MYITIT ¥ IPNNNY IWRND WSNN (3 PI9)
DHIN NOXNN INNRDY 7N 19902 NI 7PN, IIVYPNNN NMPN 9D ToNNa YTy
YN MDIND MYIITH IDNL DXTOIY DN IINX D 972N PODN DY MIVPNN
95 5y MAYPNNN NIIN NI I2TN AN INYSNA WNNN NINSND ONNN MNMP
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Israel National Digital Agency

MINDD HVIATN TIYN 92 (3791) 7151 NNINY

VIO PYNY IN ANIND NHIND NN DVAY IRYY P TIWHNM TON YHNYNN
,DNNN2 MYOITL YTHY DRY YT N0 MDY KDY ,UITIiN DX DHYND Pavinn
.PODN NINND NN WITTY INA

mMavN MwrT  1.3.3

MYITA YTHY HINYSN 29 DY IPND? TUN DIDIVIIN D INNNI IUNRND  PADN
VTRV 39919 2 PIY 5 PYDA PPND MOLNNM ,NINRN PIONN MYITIN,MIDNN
DY MIYPNN NN NNYNN INNDY 7PN .DIYPNNN NP DI THNNA NON NMYIITa
DN DXTHIWY DN VN D I, 0OMPYM DININD NPIDN TN ,Poon
NN NI TN AVND INYSNA WNNN NINNNY ORNNI MADNN MYITNH
IN INOND DN NN HVAY ORYI TP TIVHRN TN YHINYNN 93 DY MIVYPNIN
VTR IORY YD N0 MYY NOY ,WIATHIN NN DOVNY PODNN WY POND

.PADN NN NX YITTY IN/ ,DRNNI MYIT2

DDOPIYIN NMINN PWNIN - Application Programming Interface
MW NIXIT WNRYNN DIV MVNID MIXN NN

.N12P¥0 INY ND MNDN 2aWN DY NPDVIVDIPDTN

217101792 YIDY TIN NNVIND NP YN WHNWNND 12V
.DESFire

.MM NNN ,MNTIND WHWNN DINN DIVIIA MNDN 21aWN
22V YW NNONN YD DY) 19 22 MY 22D wHwnn THN 12
2NON 22VN DY NINODNN 917N

22va womnn NXP nian bv MIFARE DESFire 510119
SY NPXPIYAN VINOY TIN ,NNVAIND OO MNTIND WHWN) P90
MNDOY TINND DOWITIN MNNMM YT NN MPINN 232w 22
2197 22WN

TV DY) NP TNKD OO 22w WHRNWNRN ,MNTN TONN
.DXNVAINND DINND

ONY DY) NIPA TN NN 22W2 WHnNWND ,MNTN PYIN
DNV DXAVNNI NNNN MDVINT YN NPSPIDIND

nNoX MNTIN .PIN my¥nNa 0052w m»Idn 2av) mnTin
MO 12V DINYMIY DXANYNI NINNINL YIDY NIVIND
D075 NNXN N NITIHN DV MNTN .PIN 1> Sy 0
ONY 22w NN

ISO/IEC 7816 ypn »a yan pwnn — Contact

ISO/IEC 14443 ypn a2 yan-HN pwnn — Contactless

N0 5N VI SPpwnN POYNYT pwnn — Dual Interface

LMONNA YIDY NXDD 1D) 191N DN N2V 19N

1.3.31

10PN NIV 2

API
Admin Key

"9 21vY

”0 2aY
A%wn 2av

DESFire

MY MANTHD

N MATD

00999 MNTN

CT
CL
DI
Plain Text
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MMYUNN TN Y0099 NPOUNY 1/2025 9901 21219 19910
MIINDN TVINTN TN NAY (V1IN) NN MNIINY

DYV5N HYa YW HOWIN NI - Personal Identification Number
9N 22WN D1 WNRNWNN NIIRY ©OVIID MNTIN TN wHvNN
DYaY DY ,NNDYOD NNYITL,NPMINY MI90N 250 PIN
.DY075N

AUNNWNRN DY MYASN MYV 11D 001 YN 990N PIN
MYNNNI DVIIY MNTIN TONNI YHNYNHY 1INV MINDIN 19010
.DY0751N S¥ 1w M35 PIN 1

YNNWNY 1NN KD 905,098 1 Retry Counter 112w ©015
.DX3DN MNTIN NNPO

290maN PIN 1 miyynna 0009 mnTin

NYSINN 12V DOVION DY *NON 21awa TONN — Match-On-Card
Y0VNPIN NDIDN DY NN WHANWNRNY YINND DYV P IRIYD
9N 2awa Nmww Reference Finger 125y mnTin 70

NaV NMMHANONN YW N anx NIy — False Matching Rate
(MINNN) INN 0N DY 2I0NPI MNTIN MY JPINA NYAPN NIIWNN
DNOXIN MNTIND

Biometric 1 7°9nN2 051 22wa NIV YANND DYV

.MOC 79nn2 nvnwnv Enrollment

Reference n 90w 12w "N5N 212WH MYASN MYV NWOIN TONN
MOC mnmn POHINN v ws »n5n 1ava Finger

DMV OMTIY MNNAN NPYY YHWNRN NIV NN NN
UNNWN 9o May

Q0N YTIN MDY TODN NNIIN TINN MM NN ,IIT) NN
DTIN ANTNY VDN NNNI NI NN NPX TONN

0NN MNNan Mmnwn — Public Key Infrastructure

LDYTTN MY P2 DMIVND MNNAN NAYNN TONN

MYN MVMD NNAN DY DIIPIDN OITTN 2 12W TONN
NINNNY DOWHNYNID MPannn X.509 NON NPHVLT MTIVN
UNNYNN DV INDNN NNIND

NUHRNYNN NIVDD-N MANN NVXY — Rivest Shamir Adelman
DTN1238) Y099 NMINN9N INA

NMVNPIO-N MaNN NV — Elliptic Curve Cryptography
MNIPY DY NDDIANI YN YVID NMINN NN NWHPNWNIN
JPVIYN

v 9L NP9 — Elliptic Curve Diffie-Hellman
.ECC p5an ,nnuainm nsa mnnamn nabnn

Sv 7P w9 — Elliptic Curve Digital Signature Algorithm
.ECC nooian moumnT nmnn

M5VIMT NN JPN — RSA Probabilistic Signature Scheme

PIN

»n PIN

V1”2 PIN
Retry Counter

PAIVR-2RF]

901272 MNTND

MOC

FMR

Reference Finger
Biometric Enrollment
9001 NNN
Diversified Key
Diversification

PKI

Key Exchange

Key Agreement
NOTVINT MNIYN

RSA

ECC

ECDH

ECDSA

RSA-PSS
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MMYUNN TN Y0099 NPOUNY 1/2025 9901 21219 19910
MIINDN TVINTN TN NAY (V1IN) NN MNIINY

.RSA ommdOx 5y ooann
9 3710 — RSA Optimal Asymmetric Encryption Padding
.RSA ommON nooian maxn May padding
SY NODIANN MV MANN NVYY — Data Encryption Standard
LDYTTN MY P2 GMVNT NN NN ININ
INYR 0D MANN ypn — Triple Data Encryption Standard
.DES
VYO MONN NV>YW — Enhance Encryption Standard
LDYTTN MY P2 GMWYNN NNT NNINN ININ DY NODIANN
YT D190 299NV DN IMNYN — Secure Hash Algorithm
22V 123 DY DMINNN NNXIN NPOVIT NTIVNI PV NNIN DV VO
VML MW NN DIVNWYNI INON

.DON DYVID NN NVLIIND 2907 — Secure Access Module
NYNIM NIMIVN NNVINND NN — Hardware Security Module
.DXMVIP MNNI MYSNNI MNVIIND MDY

DYVI92 23V Y1) Y MNPIIRY YTINY NN -Application ID
.05NN
DO 9901 - Serial Number
DYYIN DXAYNN 1) DY MpmMNN Client Middleware ,n¥p nom
00752V MM 22WN DY MY MINI TIND DT DXPWIN IN
.0oNN
Pvnn ,Windows moayn May jpn 9o Client MW 1S 2909
.DY35N DYDY HY NNP MION
2y YNMINNN DHON DDV YW NP NIND APL »1nn yjpn
.2.20 1PN DO .NMY NOYAN MOIYN
TPOIMLIIP MAXNA DINN N DIV NADIN DV PONN .NT
TN THIRD MNIN DORNNY T2, MY
.Padding om oKX Yv ypn
Sv N8P NOINY MacOS moayn May APPLE nnan 5w ypn
.DM5N DDV
NNVLINND NN MNT PN — Personal Identity Verification
.D>95N DDV MY IRPIININD FWNNN SV
TN MOLINY 22Y A5VNN ,YIN DX PYNN Dy DON DIVII NAOY
.D5NN ©VION
»2) 5y JAVA nov >00120 DI01w» 1D IWARNDN MNDNOV JpN
.D>15N DXOVID
MY PANN DOVIIN YN DIVIIN YHNWYN
ASO/IEC 29115 391 95 mndX NNVIAX NNI
D*XaUNN MOIWN >vNRnwn NIy NNoN — Common Criteria

RSA-OAEP

DES

DES3

AES

SHA
99950377

SAM
HSM

AID

SN

Client MW

Minidriver

PKCS#11

Padding

PKCS#1
CTK

PIV

Inlay
JavaCard
©YV950 bya

N34
CC
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(SFR) £n5¥ n1oivnpan nNLIANRD MYIT NX XD 0D
(PP) 1331 929179 myxnxa (SAR) ondw nNLAND MM
.ODNNNA DY NOIVHN NN TROND PITIN

,CC Hv MonoN 79nN2 wnvnn N 929179 — Protection Profile
PT2IN IXINN Y DNVIARND MYOIT NN PN

vy MY »pn — Federal Information Processing Standard
.D95N OXOXVID HY NINDN NPN AN P2 OHNON ,0”HIT
DIMO DINN DXVION P2 NVIINN PYNN — Secure Messaging
NVIINDI NN NN INNX IWPNNN DIV INYN

DOV VI pwnn — Virtual Contact Interface

TAND NINNN PPNNRN NIV N9PNN — Man In the Middle Attack
Y9 NIND NPYYNNY To2) DYTTS 2 P2 NNYPNN THN DX T8N
NOINN

VIV NN PONNY TyNn MmN Jpn — Fast Identity Online
ANT NPNTNIOVI YINIY ITY MINNDIDA

PP

FIPS

SM

VCI

MITMA

FIDO

DN MWIIT 3

SD9N — NINND MWIITN NN TNYN XD TWUN NYSN /NN NMIWIIT )N DT PYDI MO MWIITN 9D

Y 2995 1.3.1 yDa MNNKY ORNNA

Wwon 3avn 3.1

5515, 07N NOWNNIN YTIVNRD NP9 DY) NIPIAD WHYd 37100 D051 251vWN 19N 1AW
DMV DXMPYY NTYON , 021N, NINDN MYV NN NDND DI, MNDTO N NP
ON P2) 799 22v5 oX P2, EV3 w EV2 oy1n Mifare DESFire »non m» »»an 2avn

.Dual Interface (DI) pwnn bya , a9 wn 1av>
BKN 4K Hw 1501 Hya i »on 21avn

THOVT NN, TN MNTIND WNHYS 11HN DV 22N RINYI NN 1aVN
D057 DY MY NN

21 ,22W1N %23 DY NVIND JPINI DXTINVIP MNNN PXINT IWINY YNON 1aWN
DMTPNN DMNYNIV DOYNNNI YINIWL PO TIN D) ,MNNINI NN XINY N2>
22N 723 DY NPSVIT MTIVN YONND TWAN? 20N 2aWN

MYNNNI 22V 12) DY OMI¥I DXIMVIPN MNNNA WINPW DY 13 MNIDN 12w
PIN 1 mysnxa y¥anny o015 mnTin

Smart Card 1725515, nPNIN 1OMIPN TOND MNTIN VI IR YNIN 2avN
MY¥NNI OINNY MOwWn> MnTm Remote Desktop Connection , Logon

311

31.2

3.1.3

YN 2awn 3.2

L Pr)
3.2.1.1

3.2.1.2

3.2.1.3
3.2.14

3.2.15

321
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Client MW 2 vyow 7I0 ,22W1N 723 DY 1P2IPY MINNNI NPIVINT MITIVN

DY9IMNVIPN MNNINT MYXNNI ,TPOVINT NINN WX WIN DN 1awn 3.2.1.6
Client MW 2 vhow 7in ,22v0 520 DYW NPOLIPTI MTIYNM

2 VIOY TIN, DDMNY DYONDN 1N YHLINT YN MANN IVWINY MDD 2avn 3.2.1.7
Client MW

DNMIMIRNND TAND PIVDD-N OV NN DD DN 1awa MOVNP Y5 3.2.1.8
MNTIN MW WINIAD WHRY QYN DPDVINT DTV ,NT 1990 O DY D¥INNIN
HVINT NPINN MY TN

a5V 952 YNON 22VN 12X DY DMVLNP DY NPINNY NN IWAN MDD 2avn 3.2.1.9
,DY0752 QLY VIV TONNA 1) NPANN TONNN DN ,DO0DN DY DMNN ToNNa
MPY TNXY DMOUNP NIDIN IN NDVLIMT NTIVN WITND TN ¥ IURI NINTY
OO0 NNOXIN MNTIN INAD NADA NN, O

vy Microsoft nHan Sv mer1a Tnyw Admin Key 9 »mdn 2awn 3.2.1.10
Minidriver

Y NMNPDNN 190N MNoN >Noa M Admin Key 1 dw 0»a1990 nuvonn 19on  3.2.1.11
MY 22vN ) Hyw o INX PIN Y mnnan

2 820 XY 0o9Y , 00951 YW N PIN 1 mad ,2avd nvoo nnan v nndby - 3.2.1.12
Secure NN VIV TIN NONTY ,NLIIND PN MY YN Plain Text
"M 22awn YY Messaging

+ o079 NN IMYI) DXaPN BMNMVNP 10 MNAD JOINY IWIN> 2aWN — PIOT 3.2.1.13
.RSA 122048 MNY SV TN MNNN DY (VNP DI MY MOVINT NTIVN

NTIVN + 5079 NNYN IMYI) D2APN DMMVNP 10 NINGD JOINRD IWIN> 1avn 3.2.1.14
ECC 121 256 mNab Hv 7982 MNNoN YW (DX0751N 1) By NOYHVINT

, 007151 1) By aNwna1 ECC w1 RSA Sv 9»0np 10oRY Iwan> 1avwn 3.2.1.15
ECC oy 711> RSA 3072 oy 71> RSA 2048 XnonT9) mNnan Sv oMy 0’57182
(121 256

DXVYITIN DNMN YD NN D) DIMLNIPY GONA JOIN> 12VN ,PAD 0N WD 3.2.1.16
N, PIN 0 nx 09915 nOX 0m )xn v Client MW 0 momn 5 nmayd
DXVION NN WNRYNN VNN D32 HSAMNVIPN YN X 1D Admin-Key
(FIPS yw~ CC ox y2) 22v5 ymv nonond orknn  PKI nyspand

APNN YV AN 1M DO N 3.04 N JavaCard 2 Twnd ©vION 3.2.1.17

0 MAMN 3.2.2
22VWN YV NIIND NIYINNI MINTI NN NYYN DOVION DY MNNID) ONap Yy 3.2.2.1
SV 2557 11)9) 22W5 MMM 2957 57Y KD 112D ,22W0 1NN MIDIN MY NI INNY
(©2uNn 1) Yy Jpmnv ©voN YW Middleware N
%7 90NPP2 PINA INA ONN PIN mysnNa AWannn o000 mnd mnTn - 3.2.2.2
PIN 1 025 802> ,/187109P2 9 TNNY TIVN 29,0010 MNTIN NNPO?N
9 PIN mysnxa mnTtn 3.2.2.3
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TNNX DY VYWY 1) WRD NN PIN mysnNa mnTina Tmnd o mvnaavn 3.2.2.3.1
7o .PIN 0 05 7y 0»900pnn mnTinn o 190m PIN -n
JNNY 22WN DY NIDINDI MNDN 22WN MY NON 19IND 1POMY
1 ON YN NYap 9915 ,PIN 1 DY DI0LON NN XIIPY Wand Y 1avn 3.2.2.3.2
10 Y0 OX , X972 .PIN 1 0515 1y " IRWIW nMNTIND 990 5w PIN
SY MNP 7 YIRVIV P3N DIVIIN ,D¥DWID NNIPD 3 1NN NNIPO
PIN 1 nd>ow5
5515 ,PIN 17980 Dy NUOW Tin ©071510 2 Oy PIN 0 qwanc 21awn 3.2.2.3.3
DMV DM9NOOPN MNTIN NN oM PIN 1YY 0w 059X
S5Y DINNA,NDP¥Y TY D290 MO 010 PIN 1 X PTHINY avand 1avn 3.2.2.3.4
.4-8 MNad
,(1123 X5 PIN 79y 0y mMnNTiN) 09187 DOOWI1D MINTIN NIPON 190N INND - 3.2.2.3.5
2y DVION
MNTIN PO N D), 000990 MNTIND 7PN NI XD DI DY00N IWND  3.2.2.3.6
32 PIN 77y oy
Admin Key n myxnna nown PIN 0 nx Inwo oy 3.2.2.3.7
72ynn PIN » 79yw 75 yyan PIN 1 mysnna 00150 mnTinn 19N 3.2.2.3.8
Plain Text 2 71ay> X9 981 > 970790
4-10 Yv ©INN2 MNSY , DINYN OONNY PIN 1 nX PTHND 9wand 1avn - 3.2.2.3.9
oMNN
lower-) M9)X2 NPMN DNY ONN 991N PIN »y 1N i 30 3.2.2.3.10
!5 # @ DD DYND) OTNPN ONM M0 |, (upper-case )Y case
.(FPVIHVD NTOPN ) DY DYNNIN
$INYN 22WN T DY DINNIN DIVINVINIP DINIPIMIIN  3.2.3
DXTMIYN DINNI MNND ,D¥9INVIP DNIININI TND YNON 1awn Yy 3.2.3.1
: DONAN DNPNNN TNNRA
Cryptographic Algorithms and Key Sizes for - NIST SP 800-78-5 3.2.3.1.1
.Personal Identity Verification
Cryptographic Mechanisms: Recommendations — BSI TR-02102-1  3.2.3.1.2
and Key Lengths
PKI 1 m»8prHaN Dy 70> windwd DNt PV ,DONIN DNMINONI NN 2avn 3.2.3.2
:22vN > DY
V1 3072 MNAY T V1 2048 N HNN YW NNa TINIRSA  3.2.3.3
971 07N 2awN > YY RSA mnnan )oon - 3.2.3.4
> NN .OXWITIN DINND 932 22wN TN DX RSA mnnan Sv (Import) X12> - 3.2.3.5
.Plain Text 2 X5 ,nL2IND 19N
RSA mnnan mysnna moumT nnonn - 3.2.3.6
RSA mnnan myynxa Key-Exchange y18a nyywany mosn - 3.2.3.7
9 RSA mnnan oy m5vT nnonn 5w mxya> RSA-PSS a2 7w aavn 3.2.3.8
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.RSA mnnan mysnna masn 77189 RSA-OAEP
T — PKCS#1 v2.x 2 Y9y PKCS#1 v1.5 Yv padding 2 7vn »on 1avwn 3.2.3.9
VTN NN9NN TIND oxnNNa SHA-256 5515 SHA-2 5w 0nndnoNa
132384 1 256 MNaY bv 7N2 ECC mnnan  3.2.3.10
NPLYON NIMPYI NN, MPIPNN NPVLITIVON MMIPY2 NN ECC mnnoan  3.2.3.11
S5v Minidriver 7N Ypn DYy NTAYY ONNNN 9N P-384 y P-256 \NISP Hv
.Microsoft
OV T NN TNNO ECDSA 2 7wmnd mon 1avn 3.2.3.12
mysnna Key Agreement v iy 7180 ECDH omnoxa T mdn1avn 3.2.3.13
ECC mnnan
952y ,0NMN ©ININN Y51 2avn 2 Yy ECC mnnan 5 n qwany 1avn 3.2.3.14
MVATIN NPLOHNND NIMPYN
MMPYN 9521 ©INMN DO THN 952 22wn TN OX ECC mnnan v (Import) N2> 3.2.3.15
Plain Text 2 X97,n02IND 19N 77 NI . MONMN
19INA ,0Y079N ) Yy Access Conditions 2 DN Y7 ON0N 22awn DY MNNON  3.2.3.16
DOINND P (NPX IOY [, NPINN N8N 0NN D) NMINNONI VIDWNY
.22vN YV NONONY OXNNDY , 005N DY PIN 1 mysnNa
.22WN YY NONDNY DNNNY ,NVIND JDIND YXIAN NN 22WN NIYSNHNI NN 3.2.3.17
DIV IN DPIVPID-N ,DMIVNID , DMV NMINNN HY 1PN IWINY XY 22w 3.2.3.18
.22WN D1 NNOXIN MNTIN NYNIA ON DY ,22%N TINN
3DES omamoNa 710> 9707510 — D)0 ONNINON 3.2.3.19
N9Y V1 128 HW TN AES maxn mNNana T »Mmon 1awn  3.2.3.20
1PIN2 DYV WaN Noym Global Platform 2.2 ypna 7wmn »mdn 2awn 3.2.3.21
STIWND OOV MNNNA YIDYW TIN,TIVNN YT DY 22uN DY NPNPIDAN
certification ’»on 2awn nonon  3.2.4
72y DDNDM NPPN MNINND NONDN NTIVN DIPDY IWIND NPNY v 1awn 3.2.4.1
: DYNAN DNPNNN TN MIND
%95 OVINT NINN YW NPXPIYaNY Common Criteria Ypn »Y Nonon  3.2.4.1.1
TWNRN2 VNMNY
TVNN2 VN9NY 95 PIV >o0r055 FIPS 201 ypn 9% nonon  3.2.4.1.2
NN MW7 1y’ FIPS nonon oy 0'o'v9s  3.2.4.2
: DININ DNNIMONN NN MNAD N55N 2avd FIPS nnonon 3.2.4.2.1
1 3072 11V2 2048 Yw ©OIN2I RSA  3.2.4.2.1.1
1 3841V 256 Yw ©ONWNIECDSA  3.2.4.2.1.2
N NYOYIL ORPINND Swnnn XA v FIPS nonon oy ovid 3.2.4.2.2
FIPS 201 Approved Product List xan 7wopa , Approved PIV Cards
107070 NV NN 2NN IRPIIIND DYNNN DY D22PN 590N MWD IN
o wvinnn PIV
»nNa Legacy PIV Cards n nmwaa way 8O PIV nonon oy vy 3.2.4.2.3
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INRPIIIND DVNNN
»InNa Removed Product List 1 nn w2 w9y X9 PIV nonon oy oov1d - 3.2.4.2.4
INPYIIND DVNINN
NNLIANY SM N "M AR DYoN 1awn Nonon — Secure Messaging  3.2.4.2.5
.0 TR MNaY ,VCI - 1 1201 X 22wn DY NNIYVpNn
NONONY MY NYIND DIPNNNN DIV DY INYT PO O9D IWN TIWNN  3.2.4.2.6
1 22WN TWUNRD NOTY ,DIVIND D220 DNIN YN 22w DY FIPS
NYSNA NN N2 NONDIN NTIVH MPIT2 2DYW OINN 92D
$INAN MYI9T2 My CC nonon shya odaay  3.2.4.3
Protection Profiles (PP) n 95 912y nonon 9950 1avwn bv nononn 3.2.4.3.1
: DNYVY N MNITIVN NINDI) N, 0NN
EN 419211 - Protection profiles for secure signature creation :  3.2.4.3.1.1
device — Part 2: Device with key generation
EN 419211 - Protection profiles for secure signature creation 3.2.4.3.1.2
device — Part 4: Extension for device with key generation and
trusted communication with certificate generation application
EN 419211 - Protection profiles for secure signature creation 3.2.4.3.1.3
device — Part 5: Extension for device with key generation and
trusted communication with signature creation application
NINONY 2NYI NYINRD DIPNNNN DXV DI INYTNPIW I AUN TIwNN  3.2.4.3.2
YINN T2 NP 22WN Ty DI ,DMIVING DY2avD OMN dWN 2awn b CC
NDXN YNMIN NAYN NONDIN NTAVNN MPIT2 2OV
Client MW n maon 3.2.5
wRNUNY NPXpIYard mvaxnn , Client MW ,nsp miomn oy vy omdn1awn 3.2.5.1
YR AN ,AUNNY NDND  NPIVT NIINN ,TND DY) N2Y 1avN MPYI
)
Microsoft :mNaN NOYONN MOIYNA 1PN MDD 2aWN DY NP MO 3.2.5.2
.Windows, Linux, Mac OS
$INAN MW7 TN Windows 59991 92y mMaomn  3.2.5.3
wmy mopnn Windows 5w nbyann moayn 951 pwmwn MW-n 3.2.5.3.1
99190 ,Microsoft
noym Window 10, D»WON DXAWNNY NYYONN MOy 3.2.5.3.1.1
Noym) Server 2012 ,0oNIWY NOYON MOWH  3.2.5.3.1.2
Nno7 Microsoft Y¥ mp>7an 55 NX May> MY 2awn SY Minidriver 0 3.2.5.3.2
nY 795 MR MnnN , Microsoft Update Catalog Nyt nonn MW n
VADNIPII NIIN 7Y YIOWH IWINY MP>TaN NN 12y 19X Minidriver
9W NOYINN MOIYNI
OV THDNA ININNY VIdN VAY PNON ©VION MY Minidriver 0 3.2.5.3.3
79" - Windows Smart Card Minidriver Specification : V99PN
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SPNYA NPT PINY NN N DWTN X Version 7.07
DY0ION MY P VOIPM DY NWNRM Minidriver 1 v Mp>71an  3.2.5.3.4
NN 92yY Minidriver .nt 11909 MyNd Paon 1 HY POV 12vN NOIMN
SY NINN MOIN IN INN 22Y 12) DY VNDIPIND YT HY WINY MP>Tan
FIYINDD 2WNY XD 23V
NN 92y Minidriver 2 Wiy VIR, TIVNN NN ,DINDN0N DIPHRa 3.2.5.3.5
L0MDNIPID INNI IWINDD WA ND PYTY TN INDSNA MPrTan Yo
noym 2.20 nowa , PKCS#11 ypna nonn 9195 Client MW 0 3.2.5.3.6
NN MNTIN MW Ny 5Ty Firefox noa mwmn Client MW i 3.2.5.3.7
MM 22VN MYN¥NINI
NNV 19INT ,DXVION Y1) DY DXVNPN MY 95 919 Client MW n 3.2.5.3.8
TPYVLIITN NTIVNN NNANN ND ,IMONPN YONMND DIV NN
MNTIN INNKD) DIVIINN PIVNP YW I NPPNN Wans Client MW 0 3.2.5.3.9
(PIN 1 my¥nNa ©0190 9N
P12 '~ PFX 299 ,9700p v naoin awany Client MW 0 3.2.5.3.10
("2 ©INN MNPON oN, DY) PIN 1 owvo msn 9515 ,PIN n 5 3.2.5.3.11
wnnwNn > Sy PIN 1 79y "o,
MOV NN NPYA PNIND TNXY 0OND NI warnd Client MW n 3.2.5.3.12
9979 TIWNN YT DY MON 22wn 91N NX AN Client MW 0 3.2.5.3.13
NYHVLIPT MTIN YITN Minidriver N MYSNNI DXMOVNP NADN 3.2.5.3.13.1
MTIVN NPPN
MoWwN > Yy N>y PIN 0 9Ny N 9wan> Minidriver 1 3.2.5.3.13.2
STwnn
N OV NYSPNO Y92 NN 1PINA TINNY 2»N ©VION DY Minidriver N 3.2.5.3.14
129 Ny L PIN 1 79y v  PIN 1 9979 mwyy1n Minidriver
oY NINDY 1Y MO DM MNTIN 9910, Admin Key N nnana vimw
STIVNRN MOIVN YT DY DOVIIN DN NN IWINRD N
Microsoft Base 592 vi»w Tawnn moaynd qwane client MW n 3.2.5.3.15
.DMVNP NN TNYY Windows 5w Smart Card Crypto Provider
Microsoft Smart Card 2 wy»w T9wnn MOwNd wan> Client MW 1 3.2.5.3.16
.DMOUNP N 7NN Key Storage Provider
TN HI2) DMIVIPONN DMNINININN 951 NN Wand Client MW 0 3.2.5.3.17
DY 19902 TNV 9D MINNANN
:NAN MW7 Tnyn LINUX ma9yn 92y momn 3.2.54
:MNaN Linux mxo»2 mnab 7nn Client MW 0 3.2.5.4.1
RedHat 3.2.5.4.1.1
ANy MYTN MNoIN 23 Ubuntu  3.2.5.4.1.2
oy ANy DM N 2.20 NN ,PKCS#11 2 nonn 599> Client MW 0 3.2.5.4.2
M1y Firefox noama nonn
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N DL M, PIN 1 5m mnTin Y915 ,PIN n )y nxqvanxo MW n 3.2.5.4.3
wnnwnn > 5y PIN 1 79y "»wy, (0910 o on, )w) PIN
OV NNHM NPYA PNINY TN N ONP MW N 3.2.5.4.4
;NN MYII72 Mnyn MacOS Ma9yn 929y MmN 3.2.5.5
NoWN 1IN Yy MmN MacOS 5S¢ mxoHN S951 7w MW 0 3.2.5.5.1
.N9yan1 MoyNa 79NN CTK 5995, Apple, nbyann
oy ,79M» NMa WX 2.20 N ,PKCS#11 2 nomn 515 Client MW 0 3.2.5.5.2
57y Firefox noa)a nomn
msn , PIN n 5y mnTin 9915 ,PIN 1 59 nx qwane Client MW 0 3.2.5.5.3
» Yy PIN n 79y »»wy, (0900 nvo»n on, D) PIN n owvo
YNRNWUNN
50 N2IM NPY PINS TNSY 00 Yy Client MW 0 3.2.5.5.4
NYYON MHIYNI 0N DIIANMNT 3.2.5.6
MM NNN MIPON MDD NYYON MOIWNY 125 y1m TIvnn  3.2.5.6.1
NNOINA YIDIYW IWARN? ORPIINDN DYNNI DOV ND DINNDN DXDOVII]
: WONIN NYYINN NOIYNI M MW
NI 19INA DT 390 MWAT Do Ty mamn Client MW 0 3.2.5.6.1.1
MIDN 22WN DY NPYM IRDN NN Tay’ Mamn Client MW 0 3.2.5.6.1.2

£233V5 DIPYNND PPOYIN Y9IV
:(*199) ©YVY22 NN J3) MNAN MNEN PN DIVIVIIN
N7N27) DOXIAN DNINND IWN TN ,TPND DY TPV NY) OVIDIYI DV -1 AMen 3.3.1
:(WN0N

NYNY 22W) PP NYND 1aY D312V MV ANYN PTIN DVID N
TYNN TIT IWARN? MDD 22WD PYNHND DT 110D MITHN 29D , 1N
.CL yon 58N pwnn 797 yxam >»an 2av0 pwnnin 1oy CT yann
NYND N wnvNn ;7151 THN 12w Honn ©vI5 DI, HONYT ©VId al
22WN MYAITY 1) ODAN 22WN MYOITY INYN T YN 17 OO
22VWD PYNN VAN YINYT DM .1T 171902 UNONY Y9I, TN D) MNIN
.CL yan-oxn pwnn 797 o0 CT yann pwnn ,03pwnnn N 117
ONON 22VWN,TAY2 THN 22V DXMIADIVN P IIN DXDOVID . TA0A TOND DYDY DOVID -2 A98N 3.3.2
.CT yann pwnn 797 IWINRN’ 22V5 punnn
22VN [, 7292 INK 12V DXIADWN P DN DXV .TAVA TPV NYND DXVID - 3 NNN 3.3.3
.CL y-5RN pwnn 717 IWONNY 22v95 punnn oo

MNNAY ,CT vann punn MYSHNN IN9N 23U DY) VAN 'Y 2awa avn oYL 3.3.4
$0INAN DNPNY
M wIN N ISO/IEC 7816-1:2011  3.3.4.1
MY wIN N ISO/IEC 7816-2:2007  3.3.4.2

3.3
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M wIN N ISO/IEC 7816-3:2006  3.3.4.3
DOPYNNI DOYNY DN DN TIY 9,090 DXPYHNN TIT 22W0 DY MIVIN NN 3.3.4.4
MM NPN OINHN

©2PNA 12PN YIN-IN PYNN MYLNNI SN 3aWD DY) IWONS O 2aWa ANVUN ©IVYD  3.3.5
:0ONAN
ISO/IEC 14443-1 3.3.5.1
ISO/IEC 14443-2  3.3.5.2
ISO/IEC 14443-3  3.3.5.3
ISO/IEC 14443-4 3.3.5.4
DOPYNNI DOYNY DN DN TIY DI ,0°901 DXPYHNN TIT 22WH DY MIWIN NN 3.3.5.5

M NPN DININHN

ISO/IEC ypn »95 , ID-1 171802 >0059 DY0V101 DY1IVA DMIANWN P DOVIDN 3.3.6
ID- N2 ©>0°095 May 7810 YN HOONRIY 1PN 97 PAINY IN AN VTN X 7810: 2019
1

22 ¥aNY N MY 0y NN N X PVC n »id ©v15n 98pn onn omnn 3.3.7
T2, VTTX NIWN XD NPT NDATN NADIN OWY DIWITIN DIND ININ YTHY DIDMVON
.DXOYN XY PPOOYAN MYMIN ,NIVY IRV DIVION MININHT VINIA INNOY

ISO/IEC 10373 ypn 95 Mp>Tan meraTa 70y ©v1on 3.3.8

DTN DY ,TTTN-IT IN TTTS-TN NwaN Pre-Print nooTn mIwaNa »dnn o¥ovdn 3.3.9
STIWNN T DY INIOY

02099010 MIIN MVYYT 4

V1 4096 DY MN9N *>7IN2 RSA omanona nonn 4.1

V1 521 VX 5Y MNNN ONNL ECC omanoNa nonn 4.2
;0NN PP 0195 CC monon - 4.3

EN 419211 - Protection profiles for secure signature creation device — Part 3: Device  4.3.1
with key import
EN 419211 - Protection profiles for secure signature creation device — Part 6:  4.3.2
Extension for device with key import and trusted communication with signature
creation application
DYVI5N YV MO 22N YW NYIvea vindowy 10S Y Android moyyna ponn Client MW byasnbaay 4.4
.DYTM) DPYON M) DY
NPMN,MNAD) ONON DINN ND DV DOPNI 110 1991 MO ,PIN Complexity Rules 2 nomn 4.5
nv nv T, PIN Complexity Rules 2 1910 a0 Yv min v 991»°0pn 19010 , (03TN1PNH 09NN IN
.DY0795 MYN DN DDA KDY )XY DVIIN 1) DY 1w PIN n bw Complexity Rules
)51y FIDO ypn »ab (authentication) mmdX x> 785 FIDO2 2 nonn oyaav -FIDOan>nn 4.6
22WNN MYWAITN D52 NMNN oY TN 00N 2ava anvn FIDO jypna nonnn .Passkey 2 noynom
»152 FIDO »1 5y nwaTHn Nnonm 07)pnn 295 mnnw nwaT FIDO 2 > mnn .0y 19151 %95 »onN
NOVINDY PON IDIPIPND YININ NPVIND
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:VANN DYV NON VNP PIN mysnNa mnTin 4.7

MY$NNA MNTIN - MOC S N3N MYSNNA 1NN DVION IR MIVNPI MNTIN MIVOR 4.7.1
DNPINTIN ON : DINIAN DMIVNIAN NN MNAY PTHND IWANY MNON 22WN TWNRD YINN NIV
FMR -n22vin Sy mpannn myasxn on ,»01n1»an PIN 15w 1D wd 1y 0owid

NMYASN DHY DTN .22WN 12 DY MPANNN DOVION DY HY MYIAIN ¢ MNAYA NN 4.7.2
ON MDD YIANN DI 7993 XDY, MYANND 995 9mwn i Retry Counter 1 ,22v2 9000
DY MNTIND MM 1N XY ,92Y DXOWIDN NNPDIN DN NNNMIDN YINN MYNNNI DY) NN
.22V1N 12) HY 1PNV MINN NIYASN

PIN 5w 0>y 9m55 .0>7119) v »vnyan PIN -m »mnn PIN n 5w Retry Counter 1 4.7.3
PIN 2 wy»w yann X5 >»0n1»a PIN nHw) 791091 »101n120 PIN 1 5w 1w N0an 8o mn
RANATY

DI YSANND NIORY YINRD DR NNY TIVY XY YHRnwnn ,mIvnYan MmnTnn nya  4.7.4
DIDN 22 DY NNNNY YANN A, 1: N MINTN 90199, NNDN YANND IN NN Y7 000N
biometric enrollmentn 25wa 22wn ») ypannw reference fingers N 25 » VNN

ANy wn ypn WX ISO/IEC 19794-2 compact card format oxyn > MOC n yns - 4.7.5

NIST MINEX III program 5w nonon May> MOC nyns - 4.7.6

PONNVY MLNPIN YDNRN NN \INY PN 1N N, biometric enrollment ¥ NOws INND  4.7.7
NN Oy , MOC 0na nvHYI MNTIN 9D P wnwh Y51 reference finger N .2ava
NY 22VN

4-10 MNA H¥ DINNA NPV TY DM2IPN NNPDNN DN NN PTHIND IWAN> 12w 4.7.8

0NNV NMVNAN MNTINN YW (False Matching Rate) FMR 1 nx 10 awany 1avwn - 4.7.9
1:100,000 y>25 1: 10,000 y>2 MNaY Hv

Biometric Or :5% 171802 MNAY MM IWARNN MIVNPI MNTINA D¥ININN DXava 4.7.10
270110 PIN 1xoONnn PIN 7 mysnna mnTind 9o vonwnin 9mos ,PIN

D099 WY YASND MYV DX WNRLVN wonwnn 1av Biometric Enrollment n Ynn 4.7.11
DOVIN DY MYIAXN 7POIND” WHNYN DY MIVIR YNY 151, Admin NN NN y8aInn
22vN 1) Dy DMWY

1ToN a nomm javacardx.biometry JavaCard API 2 7w 2awn  4.7.12

v 5

©°39991 BN 5.1

T9UNN ayvN MIYPNNN YN 5.1.1
IND 2 PYD2 VNN MIYPNNN HNIN NND> PADN DY MIVPNNN NN

990N MYy 5.1.2
MNY 2 PYD VNN MYV DX M’ PADN

POUN DYLN VPNIN YN 5.1.3
TIVNHN MYITY POON MNOWN D3 NX 137 VPN N INYLN NP VPN NN NI PADN
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DMVYN DRIV P2 DMPYN MIX DINN DY INRINN 7P VPNIAN DN .NIVYPNNN NAPN TONN2
.22¥9 VNN PADN KV INK) PN 21D VPNIN DN . TIVNN DYLN DINN TN P PODN T8N

TN sunnvn 514
SOVUNNOTY 5141
TADIIN DN YT DY V1NN DOV AP DNY IWINY , 0NN ONIAP MPY NN 5.1.4.2
.DOPOYIN DN I TADN NN N ONYWNINN TIVvNa
YT DY VNN DIVID HAPO DNY IWINY ,NOYNNN P TIVHNIL DONAP DINDIM ONNIX - 5.1.4.3
2032590 TIVNI THON DINN
STPOM DN O DY TNN DOV HAPY DND IWINY NOWNND NIND DN 5.1.4.4

V99912 199, DAY NN, 0NN MM 5.2
VI NTIAY TPION TIVNN NN NI PADN ,TIVNN NRHD MININN NYIP DPH NTIAY M 10 TN
955 NI¥IY DMIYNN DINT MNY NYON PERT NUOY DY NODIINN VIN) MION ,DAYWa VPN
5MI MA9Y ,0P2792 NTIAYN DM DIVINN DIINDN TIWNY NINP PIDN 1D 1D .1ININNDT NMDOYSN

DDND HNVIN
<N39 MIIVUN N2 AN MINDD DOTN TI¥N) , MIYPNNN 29810 NOD 0T MM NPNIY : YT

0»ny NNVAN M1N) Post Quantum Readiness 5.3
TINYY Y732 .DOWTN NNVIAN YNPN DD PVINP VNI IO MYTH NPNINOV MNNIND DY ,)IT TIND
STR D) ©WTN DX2P DINNINONRD MYTN VIO MXDNN DY TN DXNMIN DXWTN DINNINON ,NNNI
92 OYTIY DMINMINON MINAY NINNN D91D ,MYTNN NIXDNNN DY TN DNITYNNN DAY PID> PN
MXYNNA OXTPIYN DMINININ DY DXV PADY PIDN .(DMTNY) DOVMP DIAVNND MYSHNND MOPNN
.DMLMNP DAYNNI MIPVPN 29T MTNIYD GOIV 1IN MOTYN NIST w mwTnn MXOHNN NI ,091y2 MYTNN

0N 23WN Y WD MVYIYT 5.4
»22v May (NXP) mndonovn pap msonn Y50 ONRNNA VN 2avN DX POD> paon  5.4.1
.DESFire
22N 19N DY NVOY PNN TIVNIOY Td |, TIVNHN DY DINN PPN 12V DX PID> Paon  5.4.2
91990 TIWNN NVOY
12vn 23 by DESFire nyspYaN N2 YW NP VAN 5.4.2.1
NVNPOANIN NN D35 N TIwnnw Application ID (AID)  5.4.2.2
V) NHN L,NDPN N XDPN T L FID 990 Ddxapn n»aNmy o¥apn 190N 5.4.2.3
NN 951 ,DESFire N 22w >y 7007w 9NK M 591, MNNaN MYSNNI 0¥82PY
D002V NPIPIIININ
> Yy panIn Diversification 11002 w1y TiN 12w 55 0XT99) MINNON NVON - 5.4.2.4
NXP ,mononovn pao
.22WN 223 DY TIWNN Y MADN NPXPIVAN NADINY MIWAIN 5.4.2.5
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AES mnnon oy masna vy 5.4.2.6

TN AR YT XD NONN PIONY TD 22WN MNNN YD DY TIVNN DY NIRIN NVDY  5.4.2.7
MIVON NN TIM ,POINI DOXVNYNN VDN MNND SYY MNNNN DY 291010
22w 95 May diversified keys , 0w mnnan M HPY

Ny wn 7 DESFire 1awa viw nyT 9 1powd orNN ,WINTY ONWY TIvNn 5.4.2.8
IYPNNN NAPN ToNN2 OV 501

DYV NPOON . TIVNN NYTY oxNNa 8K N 4K YW oot by wy o von1avn 5.4.2.9
STAIWNN YN P IVANT INN NPT N2

INYN 22WNN YN MYIIT 5.5
WP TN 1Y DNV 3 MNADD DMINNNN DINNINON DY DVID Pavh AN Povn 5.5.1
TYNA ,NPANN TN INNRD D) IVIND 77 DNPINORNY MVIND YT NN IOV NWND
P90 9IN,2030 MY TY IWIND DIINION DN, XOIVTY .WHNWNIN MY DVIIN DY ViU Y3
22027 TIVO TY DY TN OMIMNON DY DXOOVID
STIvWNn DY DINNA ,3.2.3.21 Py NN ,Global Platform n mnnan NN P90’ pson 5.5.2
TN, N9P0NN NTAVH MP T2 NN NNYNNA 92YY 212V VIDIYW TUNRD DIPY TIvnnw NIpna - 5.5.3
22WNY TI0 NTAVNN NYIR DX PI0Y PN PADN DY , 1PNV NONDN NTIVN DD ND Ty
23.2.4.2.3 9y01 DY VNVNY ORNNA NINDNY MWITTN MP>TAN NN NNDNNA T2y
YIVANOY DIDIVIID NIDIND YPWNRNI NNDIND YT Y5 NN DXOXVION DY TN POY POvN  5.5.4
.MDNMIN NZYINN MDIYN N2Y DINN DIVIDIN NIV NN
D5 NN 932Y DXOION DY 1IMITPN-NY DOIPYNN DNYINR TIVND PIDY I»NNN Poon  5.5.5
27970 N Ny MYATHN Microsoft nan b mpr1an
T2y 0) ,NPTNY NYYaN MOIYNa MmNy Client MW 2 momnd oMoy pav pavn  5.5.6
590 ¥HN NON NINDIA NN .PIYY INY XY P TYY , 00NV 91y DN DOYON DXIAVNND
PIYD NOYANN NOIYN DY NYTNN NN NXIY INNRD YTIN ININNDD
: 19Y91N MOIYN2 N P Client MW miomn oy pyo ©010Nv NPHNa - 5.5.7
Client N Dy NNDN NN ITAY> DVIOM MNDN 2AYNY TID ONXINN P PN 5.5.7.1
N YW KDY MI8Y 22N DY NPYID 1V 310 ,N1PYA DY DTN amn MW
.mamn Client MW
NINA NMNHN JNNN KXY NN NN NI ,7dYA Y32 TIWNY NN PID> Paon  5.5.7.2
.OYaNN NOWNN PoNd Wi Client MW nw 751 ,9Pw 555 ,nyya
P9D> PADN ,M2NN MW Nn myan nMyouSy ,n»ya 1INad 551 XD paoMm NTNa - 5.5.7.3
nowwN2 MMN MW N 9on ,nvyad Xon PIng NxON NNN oy Yy MW
oYM
DYDYV PODY JINN ,JIIN THNNI NNPY 19D ,00PNN NITWOY DI : DNIPNN NIOTYNN  5.5.8
NP2 DOV DIININND DNIPNY DMYN DX DXANVND
DNPNN MNITY INKRD D) OPP DIV YIDY TWUNRD MOIN NN MNYD IV Tvnn - 5.5.9
.DYTIVNN DY NN NTIAY TYNN TWARD Y732 ,DIVINNDN DIDNININM
TIVNN MY YUY NN 22WN TITP .DM0I9N 12D DY MDD 2aWN IR THPY WIT) XY Papn 5.5.10
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A9W NYPION MW

PODNV INKN TIT2IN) ©VION YW Minidriver N7y NYYN 212WN DY O NTON 100NN NINAP - 5.5.11
7 NMNPNN VIOV - XA I9INA (YN MIXIIN ND POVIVND NNY 7PHN IRINNY Ty 9N
Microsoft: Windows Smart v 700102 9N nnv »95 , Minidriver CardGetProperty
VN9 VY TN 4.5.4 P91 Card Minidriver Specification - Version 7.07
.CP_CARD_GUID w CP_CARD_SERIAL_NO

:TIPNM MM NNON 5.5.12
LDV DYTIVNN YWNNWNY NDIN NN MIPNNY D5 Pavd pavn 5.5.12.1
MAYNN NODY 19910 19N, DOUNNWNY NONN NN YOND DIIT IWIN Pavn 5.5.12.2

.IPNNN TONN2 wHNWNN
NVPNNND 297, MPNNN NN NNEN DX PTHIND NPIVAN TIVND PID> Pavn 5.5.12.3
STIWNN YT DY NIV

.MDNRNIN NOYINN MDIYN 53 NIY IWARNN MPNM NNON - 5.5.12.4

YY) 2awN HY NHYONN NOIYN HY DININRN NNVAN MNITY DY DXIIVN NN PID> PODN 5.5.13
SY N9NDM MYIN 112Y TUNY ,INTNN YN NY2 DIPNTIN ,2aWN 1) HYYW NPEPIYaNn
.2avn

27717 APDU 1 mmipa 95 5510 ,2awn v 0»)00N DXVI9NN DX TIWNY PoD> pavn 5.5.14
22w VDU

Protection n 9915, FIPS w/ CC 9 22wn YW Nononn »non NX TIvNnY pav paon  5.5.15
-m User n »»7 1 ,Certification Reports n ,Security Target n ,mononn Sv Profile
SV YND NN NTAVHN NIMT ,22WH NONODNN NYIAP DY DMNYIN) NONDNN DY Admin
NaRJalvipiy

nJaAp MP*1a 5.6

MW mom ooo0750 noap mp>1a 5.6.1

NNOM DXOOVID 30 PAY PIDN 020NN DY NNXNN DN NTAY D> 30 TINa - 5.6.1.1
MY NPYTA TNND LT 1999 NNDNI MYITIN NOYINN MIIYN U3 MY, ©VIIN
STIVNn

MONRWYN 995 912Y PN NIVND INMOY OINNPN DN TRY PION MPITAN NNPN YD1 5.6.1.2
STIVNN DY MYpam

, YT NPORIVIPN IN YTN NT ONX PA,WTIN PIN OX P, YTNDLIDNO YO 5.6.1.3
712y 2N I9INA NPT YN TN WV 19D N8I TIVNN N2 N0 DO DN )
MIN DY TN NPYTAS DXOX0ID 30 TIVNN YTD PAY PADN ,NOVNNN Y TIVN
NYNY DNDIDN ONP ODOVTIN 3 ININNDD 9ID) ,APN ROY ,MIOTIYN DIOVID
VAN DXOX01IN VINNY NIDIRM NYAP MPXTA TNXD WNHY DX DIOVID
MNID TNND TIVNN MYOIIT DY XIN J9IN DWW GNYS PIDN .1NT 119D NNONIA
2N MPYTaN

N ,MPITI NN DIXRNNNN DI HIVY IPNNN PION : MPITAN ININNA DIV 5.6.1.4
12 172YPY NPNIND ONNNY,TIVNN YT DY IWXIAW IDNRD 1M )T DY 1YW NOND
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LONNNA NYAPN PP TN NTNIY NUYIX NOAP TNXY WITIN DI JPNDY TIwnn 1 Dy
TI2Y 91D 15 TIN YXID MPITIN INNN NVN

IR 5.7
DVIN LY NN 5.7.1

NN, 0»VDY9N DXIMNM NNVIND D222V MY PO DI HY DXV MPNY  5.7.1.1
INAN 935 VI S DNV 3-5

INPAN DPN DNV WIDY TUNY N 1D 5D HY DIV DD MIPPND POON NPINN - 5.7.1.2
9PN, 00990 NPINRND NMPN OIN INND .(7D99D HPINKN NP’ - 1DNY)
299N DIV PADY IN NYPNL DALY YT KY PADN 21PN DOV HY

12Y NN ,PODN NPYTIY DMN XXAND NN XY ,DXDV01OM YR M1 bvwa  5.7.1.3
NYPN YW NIPNA,IPY . TIVNN DY MNNPNN OWVINR NYT NNN DY DY YN DXOVION
DY NNY DD . DOVDN NPYTA TNNY TIVNY 19 NHWNNN Y TIVN , 05NN DYVIDa
NN 19T PAON ,NPINNRD NP TINA XN PPN XD DVIIN 1IN D TIWNN >
.DYDPVD DNIX P TIVNIN

NN DYWYNN NYIITH TP PIX PADN , TIVNAD VIPYOINIPNN NIVNNI NYIN YA 5.7.1.4
PINRND NPN NNDNI IONY DIDMION

299 918 NITDN DYDYV MDYV - NYAMI NYPNA NPV 5.7.2

30) DDOVID DY 17 790N MINY 12 NYNY NOPN DYDY 1AMy nYpn”  5.7.2.1
YHYAY, MIYPNNN NNPN NNDNA )T NOPN NNIND XY IWN (NDYN) DOOVID
DO NOPRN MMANND

IMPOY IPDY DIDXVID NN NOPN MY DRN INND ININN PAON 5.7.2.2

D002 MM NOPN NNMP I NI YN MYV 24 TIN MYNIA NN PIon  5.7.2.3
APONNY

Y192 DOVPIN PNY DITYSN NN NPANIN NYPNN NNON NN TIVND PN Pavn  5.7.2.4
PAMAN NOPNN NN NYWN MYV 48 TiNa ,Myn NnY

DNYPN TIVNN MMIANINNN DN PRYN ,TIVNN NYAIT 29D 7O pavn 5.7.2.5
.DPaMIN NYPNA HPdVO

9272 TIVHN NN PADN 1DTY , DX NITOL MANI NOPN NNIINN PNXINTNL - 5.7.2.6
INAM MDYN NMDY 5515 ) IN2VN DY NINON NITOL DIXOO01DN DD NADNND INTN
STIVNN NYAITN DM 30 TIN NN, DXTIVND

mMPYN NP apyn  5.7.3
DY2IX) LIV MIYN TNXY TIVNN DYVN VNI PY WP YN INYLN DHRY Pavn  5.7.3.1
Y0 Nyn oYY
DY MNWYNRI NIYN .DXTINN P2 MNDIDNN MIIPNRN DXIITNN NN MY TIwnn  5.7.3.2
SINN TI2Y DY TINA IMNXNN D30 1N 779D MON»NN
21907 19IN,NNNON TIND ,7I0N NN ,NNON DY -TIWNN NI NN TYN PO0N  5.7.3.3
WIT Y DY NIV NN TIVND RONND PODN .NIDN PIRM
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2NN DY MY PNY PY YR 5.7.4
NOYN /7 DMIONN DXDXVIIN I DY NP VP WIN ,TIVHN MY Dy Paon  5.7.4.1
D950 NIIM NI INK PY WP TWINOY 19INI ,05NN DIVIIN DY NHYINN
00D N8 TIVNNY Yo5
DYNRN DNINNN TAN DI DY NIINN 1999 DY NNYPNN YOI NN NOD> Pavn 5.7.4.2
DTHN 9IND PNIY PN KD NP PN YWIRY NIPNRY D00
39901 99001 %9 DY PADN NPINNND MMV XTI IMMNI PR 5.7.4.3

D202V99N0 NPOUN 5.8
DYDYVI51 NN .YIAP TIVNN IWNK DIPN) TN, TIVNHN YT DXOVIDN NN PID Papn  5.8.1
D007 MNTN DI YR MY NIDIN IN MPIN INRD MOYN — MMON XNWN NNN YNINN
A9 %91 NPDNN DN NI DIDOVIDN PHITH TIVNN O
APOON MY 5.8.2
NN NOAPN DMITIOP DD 60 TINA DXDOVION NX POAD> Pavn  5.8.2.1
YT DYPMDNN DXOOVIIN TON 5%-1 NMAN YITIN NPODNN Y230 NPIN > 5.8.2.2
.5.10 PYO NI VTN
APOONN MYy 5.8.3
ONON D) 5.8.3.1
1O0Y ,NYWNNN YT DY DPHRYHYN DNTIAYD DMIPN DN NN YOOV 5.8.3.1.1
JINY NYVIAND PADN DY 1NN MW VN DN N1N NPIONRN MNA
DY2»NN DMIDN YY DINND PIDN DY ,NPIONN MPNY NN NYVIANY >TO1 5.8.3.1.2
DINND PODN DY .NDX TITMHN NPIDN DIIVANNDT DIDIVIIN NN DN
.DYDY075 NN NYW MNAY 51N DX2MNN DO DY
DNPNA TNYD DMVN DONININ DXOVION DD DY ,pav 10N Wwnd  5.8.3.1.3

.13 31992 50NV NN
DMON DDV DY YINNDIN XYY )M PIT DO 1MV PN PODN  5.8.3.1.4
TN ,0TIPN )WYAI2 IPADY DXDIVIIN TON NMO NY TWUN ,DMNY)
.PADNRN MINNY DNNNAY NPANN 98 NNVIAN
NN PNNDN NN YSAY TIVNN ONYY IV DD NYNNT - MAVIV MPAoN  5.8.3.2
NTYN NNONN NI .OMAXN OPTIYN NPIDNN 29PN DY TNYN TUN ,Paon
TNN MIAPNND INNNI NPRY MOP AN VY WIIN TIVH NN MY TIWND IVIND
VIND YT NNND PR .NNDNN MNTNAY DXOO0IIN NN DO NN PRINY TIVIN
DXMPYM DMIXINN NN DXDO0ION MND XIVN NN PIDY PODN HY IMIINNN
STIVNN T DY DN N/ TUN
STWNN DY INYT IPOVW 9 DY NN NYD NYN YSIND O] DXV MM 5.8.3.3
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09NEPN DIMPPY 5.9
WYy 5.9.1

,MIVITI NPNNPN MNOWN 1) (7DXWY7) DNV DMNINPY MADIN NN TNYD  5.9.1.1
PODN YY) DONNPN DIMPY NN NYD NYN ,PADNN PNIIND IRV TIVNIN M
L(MIMSPN DIMIYY 1DND) TIVNN NPNIND DXNNA DYNID

, DY DMDN DYNON DIOXVID NPIODN : NPNY DI NOX DONNPHN DOMPY  5.9.1.2
NNIPN ,DY0X010N NPANA DIWITI DNV ,DXPNDNN DIDIVIIA DIVIT) DY
MYV 1NN DMV DN DNMPY NPIDN,PADY TIVNNN Y110 NIV DIPUNN
7252) ;399101 DY NYHD WININY MYITI IMDOYS IYNI NPT NPNNPHN NIy
L7901 NPINNIY NPRNNN IN NDNNT SNPYN PON IPIX NON MDY

NI ,INN DONNPNN DIMPYN NINIAD WINTH YN D WY PN paon 5.9.1.3
DOMPYMN NIOIWNN 1D72 NITYI  YSDY  OONNPHN  OMIPYY  I»NNN
IO PADN MINNN VI KDY INN NPNINT NIRIIN YD DY WD | 0OWPDIANN
120N NON DMOINPN DXMPY 191 ,00UPI12NN DXNIPYY ,NOWNY NYINN NND
91999 1DOWMY [, DXNPYM NN MDNI WX NOY TO DMV NOIYNI
3 N0N NITY INRD

DYWIXPN DIMIPY NINTN I OONSPN DOMPY PIND OXWY 7P Twvnn 5.9.1.4
A9N0 VNS

7999 13 9y VNN POV NN IVIN MYNNNI DOVINPN DMPY PO’ Pavn 5.9.1.5
DYINN X DD DIXMPY NN TRY> PADN M WPaY INWI M TIwNn OOIN ,4
LDONNPNN DIMPYN WX OVD

YNYA TP PODN , AN TIVNN T DY IWINY IR WIT 12TV DI ,IMINN GR DY 5.9.1.6
NN PN .DONMPY DM MYSNNI,5.9 PYDI VNI OIWIXPN DMPY PIDY
YT DY NYATIN NNIN TPINN NITIND OXNNA ,TIVNN YT DY YIAP> VX DOMPY
,N9UNN YTIVND IWNN SMPY NPADN 16.2.11 075N NYTINA VNN ,TIVNN
.PADY NINYNIN RPN TYINA NDTYN NNDNI

(7OOUY DY) ONNPN OIMPY NN YN 5.9.2
: NAN DNNY DNNN MDY DOVINPHN DM PYN
VINYAD YN WIOIND PADNN WP ,NTINIINITIND, TIVNIN DYV MIYPNNN DN 5.9.2.1
(N 21291 NV NN NYSNN .Y
SIS VAN POND 5.9.2.1.1
i VINIAD MVATIN MYWN 9900 1Y NOIYn 5.9.2.1.2
NNINN INKD MOYD DXNNA ,MPIdNN MDY DY NODIANN NO0D NIWN 5.9.2.1.3
NYYO PIAYNN ND9N ,MOIWINN MYWYN 19012 IN ,371902 NYSINY 29
;19992 NPADIN INYNNA PADN APV NTHIAY
s TPYN NS VoD 5.9.2.1.4
1) VI DY NOIWNN DY MPYN DY NPIVINR NMIYAUN MM Myown  5.9.2.1.5
;019N YV 11D MY ,Po0N NMAYNNN
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MIYPNNN DN Y WPAM IUN IR IATYD 5.9.2.1.6

STIVNN T DY ITIPY IR P I VNN DY 5.9.2.2

DY277NN NNNA O TYOIN INYT DIPOYW 29 DY TIWNN NVONNY ORNNA YD MPYN 5.9.2.3
YXINN NNIND DINK 7 PNNY DORNNA ,NYY MDY — NMIYN 195 PN N : NININ
NN —NPIVN 297 PNNA - PAYNY IN OV MYYN VINIAD DXNNA,PNNN NYNNI
NP0 .02 NDPYAIN,NNN NYNNA YIND NMNN HINX /Z PNNY ORNNA DD
.DDVYNY TITN MHIAN MIND? D1 NN DY

STIVNN OYOLN MIYPNNN DN YNN PION DV INYSN 5.9.2.4

MANAN 2D YPaADY) INYSNA DYV 2557 DI WP PADY NNAD IR i Tawnn 5.9.2.5
DOMOY 7/ DNDTY 7 MNOWUN /

INAY TPNPNRN) PADN DY INYSN DX MIYPNNN DI DY AN NN INRD P 5.9.2.6
WNN T DY P DDINNN TDIRNND MINTN PADY TIWNN NNV (MOTIVNIN
STIVNN DR 2»NY DY9PDIN NNNND

NI INNINA TINM IP-DY MPYN NN NOONN D WD NP 1D IWUNND pavn 5.9.2.7
ND 99) 1% PYD DY MIXNNN INY N2 NIPYN MNINIAD PTI DmINN MIRNN
SN YW AN52 NN M DX D) ,PO0N NYSN DX HIAPY NN YD TIWND PN
MIVPNNN

1NN NNON T DY WY MY DD NN TYN’ 12 VNN NTIAY P DN Pavn  5.9.2.8
STIVNYD DONINPHRN DMPYN

PADN HY OUTIND MPTNN PN ,NYY 295 PNNI DONSPN DOMPYIYHIN PN 5.9.2.9
DYV MIYPNNN 51N PADN YW 1T DY IPNDY NHMIND NIWI DMWY D2
DXMPYN WX DY HHUTIN 11D D) 99101 VNN NYT NYIRD NPITAY TIVNHN
N7YTN P NN NTIAYN MYV 1900 PPINN VPO MY YN DOINNPHN
MOMINNNN PONI NN NPYTAY ,TIVNN DYV MIVYPNNN DN D) VIV
257 ,NTHINN RIYI DXNMPYN PI2 NNNNN DIVYN MPT PNIYD PADN DY NOVIVN
.TIN2 VNANO

TITN MIAND OXNNA YNNI 5910 PNN2 ,OONEPHN OMPY NIy DPYYNN 5.9.2.10
.MNOo0MNN

DYVUITI MPYT2O0MD DRNNA TIVNN NDAP MPPTAY 101D MM SN MPY Y 5.9.2.11
STWNRN T DY

MY NX VIR MIYPNNN DN DY ANI2 NN INND YSINd PavY DYwNn 5.9.2.12
STV XN DIPYNN HNINY ORNNDY NPT YR GONN MIPYN NN 1IN

OMLPN OIMIPYY NPINX 5.9.3
5.9 PYyDA YO NMNND OMONNPN DIMPY NNDN TIVNY PAND’ TUNX DN VM9 IN MPY DI DY
YTF-DY IVINN PPV DII) MIVN M0aAP NTIAY DY NPINK 0HDI) ,NPINK NMPN INN ,NY PI1AY
,DDVN D5 XD ,107197 N MPYN DY NTHNNMI IXDND MPPNY L(NHIND MININD OXNNA TIVNN
NINDY (12397295 ,9D10 VI IN MPYN INR) ININD NOIAP NYIX OPHN ONINNY DXVTIN 12 TN
NAPN TYNA POON DY NYLINT NINK NN DIV YINY YT NN PX 1IN NPINK YD QoM
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YINKD

0901 DIMIPYI DI NN 5.9.4

570 DNNNA PDNY IN 199192 PNNN NYSND ONNND ,MDTN AN W TIvNn - 5.9.4.1
: N0 DYXOMI9 PNITNY ,TIVNN NVONN D HOM DY 5.9.2 PYDI LNINN DIVWNY

.5.9 9YD2 LNANY DNNNA,IIINT NNDN DXIODN DMPYY DI 5.9.4.2

39N 5.9.5 PyDa VNMND DOV NPAN  5.9.4.3

DXMIPYN IN DMIXINN NN WIDTD VIMNM PTYOIN NYTN POV TIwnd 1 IN2» 5.9.4.4
171N DIV TIWND NN NAONND MIPRY TN TN MOT NN I MDY ), 090101
SNNNRD DN NXAP IX AN DT INNY TI9) 11910 DDIAY INWYI TIVN 19IN)

(OOHNMNOIN) NPAIN 5.9.5
DNNNA NPAYN NIV PODY I1NNND PODN PN NND NPAN NPV PRI VYN PIYINY DD
29N MNND
VAN 22UN TITP ,TPNNT NOOTN YV VN DIVION NPAN YNIY WAT) Pavn 5.9.5.1
Y PYDI VNN ATV 19D YIN ONON 2AVWN IYY ONTON 90NN NN RIPYI
oY
Offset n»NYNOVI NOATN NNV, pre-print N NDITNY VYN — NNT NVATN  5.9.5.2
oY DTN 1N PN ,0X0°075N DD Y NN (MTTY VT IN TTTY TN) Printing
YPNIDN TAWD DITINM) DIV DIVIIN DNVY ,DMNPT DINNI DVII DI 1)
19IN TIVNN MY YAPNIY) NPT NN NHDID NPT NOITN .OXVION NX YIAPY
NNTY L(IN IND D) D197 DXVINON , NNNN NN (DXTTINN P2 OXINY
NITIN 295 PNV MDD DY TPIPNY 1D (1)) T2 DN ,NNAVN , DY D) LOPL
STIWNN DY MNTNN Y097 PONI WY DIVIIN DY DMNITN DN . PNRIIN
,DYT2IYN DY 1PN YN MM NN 9on DESFire n 12w —san2avwn bv mwp  5.9.5.3
99n DESFire N 22y .0'n0L2INDY DX DINND DY) DND DIVAND IWUN
MNN9NI DM, TNV MNYIN NN DID¥INN DINIP DY (22WN 72X DY) I8N
: DYNIAN DMYYN NN D19 YHAN 22WN TITP .22V 12) DY MIANN
(Application ID) AID >7y nminn Han 2avn »'y INPIYIN NP 5.9.5.3.1
STIVNRN T DY YapOw
7wa .(File ID) FID »5>9y oy DESFire n n»spYana oo¥apn Ny 5.9.5.3.2
oamwn onov FID -m o%apn »o 03 1o, AID - mspyoaNny
MY DNIPA TNPHY YDNRN 19N NN, APNNN OXTNYN NXIAPY
M) oy TN, 1wy DESFire noYapa y1mpow 0MImn 020130 901510
TIWNN MOIYN P2 PYNNIA YIPIW 29D NDSTNY DIXDIVIIN NININA,DITIN
.PavYN PN
.DONAPM TPIPIYOND ,22wN Yy 0N DESFire n mnnan N vy 5.9.5.3.3
,NLIND SYNNIN NIYNNNI NYNIND 2397 22WN TYDPY MNNN DY NNNN - 5.9.5.3.4
NNVIANRN MYOITY TIVNIN 7Y WY 1982 HSM X >7Tiy» SAM o
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0T 7Y YAPY NNOIN TIVY 19INY OV
: DYNIN DNINNN TANI MNNANT XIIY MIAPY )M 5.9.5.3.5
.MNINAY DXOOVION NP DD DXAMYN ,DMIAP MNNIN MY 5.9.5.3.5.1
Key 75nna vmow 7in Master Key 7nmn ©oyapn mnnan »dy  5.9.5.3.5.2
ININNY Y95 — SAM AV3 510119 nx oxnn Diversification
MF4SAM3x - MIFARE - NXP 7mxn5150n P90 Hv poona
Rev. 3.3 — 1 July 2023 — SAM AV3 secure access module
STRONN YW NP DYTN DD IN 323533
22WN TP . TIVNN T DY IWINNDD MIVNN PP IN PADN MINNIPAY DDOVID  5.9.5.4
ISP WANWYNRY TPYIN NNXNIND NDSTN P90
INAY TPND NWND DMI2VN NN 1YY NONN PODN O YY DPMDNN DXDXVION 5.9.5.5
O DYDY
7799 3.3 PYD NN DY MV MNINNN NNNA DXDYVIIN NN PIDY POV 5.9.5.6
JPMYAITY DRNNAY TIVNN DY DINNA, N
%95 DTN TIVHN 0y Pre-Print 1 nooTm ©VLION NNXN NN ONM PAVN 5.9.5.7
STIVNN YT DY ININY
MLIN OY inlay 2 ©Y2AIVWN P> WIN-DRN PYNN TIT DY) DIWINNDD DDV 5.9.5.8
22N D10 NN NNYPN IWAND Y1751 22w 1IN MINDNN DY NNYY 191N
912°N) MVIND DY 1O0VN VIANN Y913 inlay N YW 2OVN VINN NN PAD> PADN 5.9.5.9
19INDY 22N 1IN MXDNPM MINNN 297 XY inlay NY 21725 19NV 19IN ,22v)
22N D1 SR MINT NTIAY PNINN N NNYPN IVIRNDY
VINOW YIDIY 19INDY,PIDN T DY NPAND D1 DNV WX MO dHaN 1awn  5.9.5.10
.MYVNN AT DYV HY NOPNT NMNPD YNNY ¥ T2 NNTY,NYINNI XD DN I DY
22w Y¥ Minidriver 1 51 NT2Y0 1910 XINY T2 ¥ DN 1avn 5.9.5.11
.PADN DY DRINM TIVNIN 7Y ¥AP> MNNMNN MW N 5.9.5.12
19IN,MININN MY TIwnn oy NN Admin Key 05wy PIN nSwmwrIn 7vn 5.9.5.13
STIVNRN T DY IWAPY DIDIWNVY IDINDY ,TIVI PIDD P DI PV

APaINN 9N 5.9.5.14

NADIY DONNNA TPIN NPAINT ITN MOMINM YT NNVIND YINI MXNN 5.9.5.14.1
D= NOWNNN PPAD DY T12»D2 NN YN NNVIND NPINN DNV’ -/)
Riap2> Rl

MIPMNY 1IN DY MIPHn MIIWYNI NPVIADY MOPN I MmN 5.9.5.14.2
NTNIDY,TIVND TOOY YN NMOND PADN DY, 0212 IN NINI DINN DIINNI
STIVNN DEN TIPNNA NIV YN TNXD ,UKIN DNV IONRI MOPNY

NPANN TN MY DX337D DMNIDNNNY DINITY DY TIWND NI Pavn 5.9.5.14.3
MY TIVNN MDD TNND TN TN NPNN TONN PON DXNPIYY)

DV NTON 190100 DX XIIPY PADN DY ,0¥D207D HYW )N NIPA TN 5.9.5.14.4
TIVNNY TO ,NNNINN MY NPNN PYHNI ININ PINNDY ,ONON 22V
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990NN NP LDORNNN TAWD DPINNN DXOOVION NN MO HOP
MNTIN NYNT NIIRY MOITIVDY NLIVA NPN MDD 22V DY SNTON
JPIIN NXAP TN OWHD MNNM IN DOVIID
Y AT APDY NNNINM NPANN ITNI 2NN NPT P29 PO MW > T 5.9.5.14.5
,INNY DXOO0D INDN L WATIN NPADNN PITH NN DINX : NINTY 51D
STIVNN DY DINNA YIAP> NPT NI 271D DPY MPAN YINN
NPANN NIIYN 123572 MOLMIP NYPN 5.9.5.14.6
NN NNIAVN AWR DPAONT NIIWN 1D TANA NYPN :NITHN 5.9.5.14.6.1
.DYDY0IN DY VIV DWINT IR/ NIMN TONN
NPIND PEN ITN IDIND PION DY TPVIP NOPN DY NIPNA 5.9.5.14.6.2
YITIN TN NANN MY ,NP9NY INDN NITN IWANNY NoPNN
RN Raniplakl
DYTYSN,NYPNN MND NX VI 12) NIT TIVNN PXID NDN’ PavN 5.9.5.14.6.3
STONYN DIV DIN) VPNV
NOW MIMINN NNV NOPIY DY TIWND WD PADN 12 NIPna 5.9.5.14.6.4
NPOONN A2 NPNYY YT 119D KD NYPNN DY Mpann
.Y P95 5.8 VD2 NNINN
MYV 48 TIN MO TPVMIP NOPND PPY IN PY PIND TN DTN 5.9.5.14.6.5
DOPNN N TVINN

(977931 NOYN) MINTNN NIIYN DI NPAINN TN PYNN MYT 5.9.5.15

TNINTINMN NN DX AP PADN - (9772317 NIIYN) NININN NIIWN DM pwnn 5.9.5.15.1
9N VNBNY Y9 OMVIND DN PINN

995321 (°99)) LOPL) DMNN) PYNN TIAYY TIVNN DY NNMIIIN NIIWNN 5.9.5.15.2
09,0957 Y¥a HY NN, Wiegand 1901 ,0o0751 Hya KV N
P XDPN NDY M2 L, DNMN NIWN DN .IININN SVIY [, TIVHIN
NI9YN DY .WNNRN DY DINN) YVITIVDY DNPN VNN TIVNN NN
DNMN 29 DY DIVIIN NPT NN YXIDY DMNX NIIPY ,0521pY Npa3nn TN
A0apmv

DRNNAY,PHRYIN NYIIT 95 DPVINDT DINNI N NPANN TN NIIWNN 5.9.5.15.3
VTNRN NNVIAN NPNIND

DIVLOD IRV P2 1D NPANN VTN NIIWNN ININD PYHNNI ONMN 5.9.5.15.4
INON 22WN DY OINTIO 1901 MDD

29 DY INYA MY TIVNN - TIVNN MOIYN 210 MINNVIRD NPIAP MP>Ta 5.9.5.15.5
DXOVIOM NOIWNN OPYNN DY NYAP MPXTA WD INYT 9w
INND NP PADM )NNRYLN SYOY TN MYNNINI IR INNYI DPINNIN
LINNRD QR DY IR SOV TN DY IN TIVNN DY XON DWW PNV
MP>T2 NN DY INND PTYOIN INYT NPOY 19 DY PRYI 7PN TIVNN
NN PON DN DD NP
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$IPINN NIWNY APRNM NN PMPY 5.9.5.16
9995 5.9.5.16.1
DONIOV MYNNNI NOIWND NPRNN NN NMPY PID> Povn 5.9.5.16.1.1
95 By NOYNN NN N L,DTPAND 190D 1IVWIPY NY1PY OVIN)
LDV DOIN
DOVNYNN NIIYNN 12257 9N D AR MOITHN NN PINN> Pavn 5.9.5.16.1.2
P IPAPY DIDVIONY NI DY VATV D5 DMWY NPIDNa
0PN
.PANN DY HPOY NPOWNN DY IRINK M PION 5.9.5.16.1.3
NPODN ININ WHWNN TSI 1D NPAYNN MINNKI NN Y8 PODN 5.9.5.16.1.4
NS YTIND NNR NN, THDII MNIDV T DY DIMPYN
772> 92 5y NPANN NIIYNA 519V PN DTN NI PPOY PODN 5.9.5.16.1.5
IYPNNN NNPN TIN DY
TIVNIN T DY IR VPN NNDNA PIDN T DY POYPY TY YD 5.9.5.16.1.6
M Y5 NNPNRI TIIYD MDD NN MNYY IV TIVNHN .AND2) UXIN
IN INPOYN AR TWUNRY 19 VPN NNONA PADN T DY PONINY
ANAONN VIO
I OV MY NI P WP 5.9.5.16.2
,IIPAINN NN 1IN DU MNP WP YR, TIWNN MWD Ty Paon 5.9.5.16.2.1
TIVNNY DI DNV NN NIYHD NN DY WP IVANOY 19INI
030 NN
TAN 92 DY NDMINN 1D DY NNIYPNN OVI9 IR MDD Pavn 5.9.5.16.2.2
PHIY Y RO VIAPN PN WIRY MIPNRD 900 D NNIND DI
DTN 9INA
399071 990017 %9 DY PADN NPINNA Y1 TI NN PR 5.9.5.16.2.3
s DPNIYAN NPV MP>T2 5.9.5.16.3
DY DINNA ,MVYO NNN NIIWNRN NNVPVLIIIN NPT YN POV 5.9.5.16.3.1
NNEN PPIM NOYO [, TIVND MXONN THON NI ,TIVHN
UITY 927N DN, NOIWHN
MY 1IN NOD NN 22237 DI 5V MNP NWMY YSIN MWD NN 5.9.5.16.3.2
NPOX02 NMNDIM NOYINT MIIWYN NITYY NITY M YN Pavn 5.9.5.16.3.3
VITIY MY NIONN KD ONX .Y NNXR TN DTN MINN
STIVND T DY WTIND PODN DY NS D
TIVAN DMNMYN DMIXND DINNINNY DINITY DY TIWND NN Pavn 5.9.5.16.3.4
STIVND NTIAYN NN ONITYY MWD TNND TN
3999 - PN DYDY MIPNI NNV 5.9.5.16.4
DY NTIAY2 NP SUNRNWND NSVIY NIHN JNNY IPNNN PaYN 5.9.5.16.4.1
NPYI HY NIPNA MNYUNRI MYHN NN ORINK NIM 05NN ©VION
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.D95NN DYDYVION NYYINI

PN YN NP WNRNWN DXN 05N DV NV NYPN OY NIPN 5.9.5.16.4.2
VAT NN L,PD PIDN WX DMV IN D29591 NI 19PN
NP WRNWN NN IYINA TYID PRYD ON G ,NDPNN DX N
AN2VWN Yy, 05NN DXVIIN NX PONNY INYI D) NP7 PN

NN ION DINN DIVION NOYAN NYPNN NPN ¥ 72D Pavi ONX 5.9.5.16.4.3
17X NOIND ININHD )T HY IPMD WX DIMPYN IN DX23577N
IN D22>711) NPNND NYN NPN RO DY NYPNN NPR NN DDV
I DY PO AWN DIMPYNIN

T80 NP9 HOD ,NOPNN PIN2 MO NMOYN D2 KW PavN 5.9.5.16.4.4
IN DY22597) NN NYAN NPNX NOPNNY NI )0 DX NIN PYHY
T DY P AWN DIMPYNN

DYNYPN TIVONM MIINONN DN PRYN TIVNN PXIY MO Pavn 5.9.5.16.4.5
MopPNa V5

: PAN DIVIIL VIR NIPN 5.9.5.16.5

DN DYVI92 VINOW NYNSN NYPN IV 7DV VIR NYPN” 5.9.5.16.5.1
D»YAVN MNS HY O3 NNPNL , DY DIDOVID DIVNNWNI 190N
.DOPRN P DOPANNN DIDIVIINN 99%- MNYY NNIL 1NN
19INA HYOD AN YYD ,DX0D2 MVLMIP NOPN DY MPT HW NIpna
2799 MNNY DRNNAY,0MNTN MO VYN NPT NYPN NPV NIT
Rl

SV NP NNPNA YN MYY 24 TINA HNYLN INIDL DN PADN 5.9.5.16.5.2
N NOPNA DIV NYINIDV .NOPNN PNIND T DIV MVIIP NOPN
19T DY DI PO MONPHN NTIAYN MYYA PTYOT 19INI) MId¥IA
NoPN2 VY HRIOLVN .NYPNA NNVN DIVVDA TIYVNN NN INIOVN
.9PNN NYNINN 1AW NN

YTD DYOPM VPNV DITYSN NNY NOPNN NNON DR 1PN Pavn 5.9.5.16.5.3
DY NPT NYWHN MYV 48 TiNa ,NMN INaD

: PANN DIVIII NPT NIPNA NPV 5.9.5.16.6

,D20791 123591 NN MATY ,DX0152 NOPN DY MPT DY NIPNA 5.9.5.16.6.1
TN MM NOPNN NPNR NIORD TY NOPNN NPYTAY PO Dy
NON ,DX0752 NPNX NYPNN NPN D DN - POYND N NIND
ANYYON N202

NTIAY M3 10 TIN ,NNINAD NION PN IX NOPNY PNIND 1N PavN 5.9.5.16.6.2
DOY MYTN DN NP DD

Y2)D 90 MPT PV PADN .NOPNN PNINAD TY MNI LYY PavN 5.9.5.16.6.3
AT 5Y 0PNV MWD NNON DD ,NOPNN NPYTA DIVLOD

.01 2PN NOY oMY, NPINND NNPN X¥NIWYW DIPN ©XOID 5.9.5.16.6.4
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: DPMNN IR NPRNN 5.9.5.16.7

MOPN PNINADY NPANN YINN D32 NIIWNN NPINND IRINN PO 5.9.5.16.7.1
1NN D91 NI MIYPNNN NNPN DD Tund 1 mMPvn .ona
39902 VNI NN MPY

P90N DY ,NYN NYPN OX P VLMD NYPN DX P2 ,NYPN 951 5.9.5.16.7.2
9PNN DY TIVNN PXID TN WIND

129397 PN PAON ,NPANN TN DY NNIVN ynd nn Sy 5.9.5.16.7.3
.D»NON DX DY "NNOV

VYA INOYTIN NPT TIYVNHN 1N NONN MOPNN NN TN’ Pavn 5.9.5.16.7.4
951 Y NNI2 NN N2 DNV DILVVLDI PN NN ,MYPNN
STIWNY 1Y 19INA NN NYPNN NN NPD ,NIPN

'MIYUN MM NN ,NPIDN - MNPV 5.9.5.17

DY IVPNNY 199 NYWNNN Y TIVH DNIYSNNI MIVPNN YO0 PAD PODN 5.9.5.17.1
MPVYN MY NI2Y DIVYN MONNYN P TOND) POON

DPYTH NN NYY 1Y DRNDY IWPN WIN MIPNT URIND RTND PIoN Yy 5.9.5.17.2

DYDOVION NN NUNY ¥ ,DXDVIDN NPDND OV 1Y NN N 5.9.5.17.3
NNYIN TY NN ROY NMYNNRA XTND 1Y PNV NALYNA ,D>IINNN
VNN MYY 72 TIN ,MNTNA NITHINY 29D MPON NN IWPN WND
VINAD TY ,NPANN INNI NNVIIND NN FIRYY DYDY .INITIN
,0N8Y NOIN) DXOXVION NYIAPY MPON NYIN DNONY TY N ,NPONN
M52PNRN NTHAYN Mywa

YINA TINM 290 TIVNN NITY NIVY DTS MINTNN NYIN XTIV Paon 5.9.5.17.4
MININN 90N 197 DX PN PADN 7Y NNMINN NV 7NN DIVLOD
NNAN DY NN 190N 1A P NDY) TIVHN MOWHN LIAPNNY
(OMbwnn

,DN0N IMIND INSNA NIAYNY DXDO0ID 10 TY NAND INYY M POvN 5.9.5.17.5
120 -1 IMNND 77 RY TN 1AW DYDOVIDN HY NPONN TNV T152)
O YaAP» .MNINA PYNXIN DXVION DY NPONY YIPIV TVINNND MY
.PONN TONN DY DY DXV DY NNLP NMMND NPIAXY NTIAY

NYITY DN PITN OPID NTTNI DXDIVIIN NPDN TIXY M NN NN 5.9.5.17.6
IO P NIAPN DAV 5192 NPONN TN NIN YIPN TVINN ,NPON
JINN YNNI YAPI 19 OX XIN,PRYIN MPON DY MIMNIN NTIAYN My
DN IN NIAY DY YO0 PNAYN INY XY, MYVN PNNI

AT P92 ONDN MIND MOYND MNSN YO OOV 10 1I2VNN XY PN 5.9.5.17.7
NADIN OOWN,TYINA DIVIIN NN DAPY UPIN MIPOM , NMNINI MYV 72 HY
.MYYN 2992 VNONI ,DXVIIN VWYY PNN

24 1Y DY 3T 9192 MONTA DIVION NN DAPY WPY MPY : NAINT NN 5.9.5.17.8
NODINA 7P 92T NINTND NINRT PIXY DOV, NININNND MYV 48 Ty IN
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.NMDYN P92 VNN ,PDIDAN MPWN PNNY DYDY
P90N 12 TY ,(TANR) YTYID YN KDY PADN MINNN NOYW MYWN DY NIPNa 5.9.5.17.9
TIVNN NN )ITY NMDVNN NIPNRD PPNN Y8 TN 9N TIVNHN NN
YD 3 IN,PPNNN NMINNINA
M2A 55 ,MYUNN VIXI DY MNNN PAD PIOYN PADN TWNRD D) ¥ 9121 5.9.5.17.10
.PADN NPINNKA NP DT DY NYSHIINN
LY PIDIN - DIPINNN DIDIVIIN NN 5.9.5.17.11
PX2 2PN XOD PIDN MIANNND IWIRN MMPON 7Y MINY NOINR5.9.5.17.11.1
MDOY/MDY
29PN NN NOOIRD DAVIRD DO P MDD NININNS5.9.5.17.11.2
Y0 NYN PDTIVO PADY 10NV NNYYID DRNNA MINPON
TINYY NNND DIVIND DIPXID P NN IR NN Pons5.9.5.17.11.3
D NIV MYSNNI
,(MPYN) TIVNN DY : DININ DYV DY NPONN NN TYM PODN5.9.5.17.11.4
GOIN .MM NOIX YWY TPINRN,MINT 190N 1NN 1.1 ,10N) OV
MINTNA DXOX0IIN YOI NIMNN NN DD YON YD DINN> MINTNN
RatrA plva))
.9:00-16: 00 : MYPNN NTIAYN MYY TWINT MINYN NOINN5.9.5.17.11.5

(SLA) m9w mn4 5.10
0YU97 72NN 2t - (SLA) m9w NN 5.10.1

,MPADNY NMDTY MITDY NPPTH NITHND TIVNHN T2 OYd NN MPYN MNK 5.10.1.1
DIND 29-DY PADN NMIAPNNN DPPY PODN DY MPIS NN NOVIV NPRNND

MNAPY NPYN TNNNA PND OO0 NANNN NN TYd a»NNN Poon 5.10.1.2
2WAN N MDY

(rmayn mywr 1oNd) 8:00-18: 00 MYWN 2 /NN DM 1N NTIAYN MyVY  5.10.1.3

,INN DIV PN, MYPNL 1NV NANNN AT ,MPY NYAPO INIPN oN 5.10.1.4
DYMPYN NDIDN VIVN OOVNNNIN DININD D 19-DY 1) PN VNN 29 DY NYY»

MAYPNNN NN
MY DINOIP HNINS  5.10.2

,NN90 /AVPNND JN DMON ,D7RYIT N2IND / NADV P TIVNHN MY Py’ paon 5.10.2.1
MOPN 5y NNTY »1o2

YNNI PADN NI NNAY IRWY M TIVHN MY NRAIP N NOPN 950230 5.10.2.2
.DODINY NINK TIT 922 IN D’RYITA /7 TN NAYLA NYTIN

29Y 3N 1> LYND) FWINN TY PYRI DD OWNIN MIYN DY MY TPIN DIy pavn  5.10.2.3
(7IAWN 4P YoND) 17:00 NYWD Ty 08: 00 NYWN 113 ,(ONIV YTYIN IN N

90N NYATI XY .NNT NNIP MND MIYINRD NN 97N NTIAYN MYV INRY  5.10.2.4
DIP92 0950 MYN NNY DIPY ,NPAN INN DI 11D DY MYN WITI OOIN 7+24 DY
TIAYN MYY INKD D) DXINT
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MYY INNRD D7RYITA 7 TN NAOVA NYTIN PIDN PXID DYDY ORYI 7P TIVNN 5.10.2.5
NIN NTIAYN O DY 1P PADY NIDNI DIND AWM NI MYDIPHN NTIAYN
.09: 00 Nywn Ty
DY MYV NOPNN PINAD TV ,NTIAYN MYV ToNNa MmN Dy paon 5.10.2.6
STVnn
NPIYIND DRNNAY ,DIDVN DNN 1AW DD DPNDS XD INPINY NYPN DY NIpna 5.10.2.7
.NO0N MYY XYY 915N 7)Y PN IN MPY PID PADN PNMHDY ,TIWNN NI
s MY INIPY MY 5.10.2.8
NI DWHN INA NPV MINAPY NANNN NI TNYD waT) poon 5.10.2.8.1
T DY DONN DOVIIA YINOWA MOPN 11D MY 1N IDVM ,NPRNN
.DY0Y5N HY NOYONN WIDIWN NADA (DXVIIN DY) NNPN WHNYNH
YT 299> PODN .PA0N Y DY TINN ,NPPNa DIdVY MDY NN Y5 5.10.2.8.2
NN ,NOPNN NNON ,NNIPN NN NN DIV GUN ININD INND NYPN
MNNAY DY, PNINON
oY 19 29592 THNY DI ,NIIWNN YD) NPNA NOPN DY NIPna 5.10.2.8.3
2PN PITIN P9 TIN LTSN DY OYNIN NI THN NAONN Y8ID PION
.9PNN NOY ONNNA YYD
ANYN DY MYV 4 TINA NN WIND PODN DYLN NNPN NN DY D> 9NaY 5.10.2.8.4
P90N ,TPVMP NYPN INND DM 5 -1 IMNY XD .1PVMP NYPN DY NIPNa

NN NOPNN DY PPNN TIVND Py
:MPYD NP APYN  5.10.2.9

VY 1Y NIVN PT PADN NN [ TIVNN NYIIT 292 IN/A YY) >0 5.10.2.9.1
MNT N2 DI990M INRIP DI NN 1T DY HWNVY MPYN MNP
YT DY YAPOIY NN VI TIWNN T DY IITHIVY DINNIN NN 1D NNIND
TIVNN PO 1YY MNIYTN 2PN PPNN POND VNN NONN 2DV
.Excel v1n7192 »M70p58 772

MPMNY 1IN DY M2IAPN MOIYNI NPVIADT MOPN WHN> ON 5.10.2.9.2
NTNDY,TIVND T2y Y10 NONY PIODN HY,D9I1Y IN NINI DXINN DIINNI
STIVNN NN MPNN NN NN TNXY ,WURIND WMDY 1IND MOPNY
NN M MY IO NIVNMNND NOIWNI YD MOPNN DY YN

.POVDLVLD
: OPNN MDY DOXNNA DDODIN DN NIV ONY 5.10.2.10
050N N¥ON DIV mayn Y97 NaNn mt NI 90
NPT Y55y 100 MN”YTN 29 Yy 5 TN INOWY SYIN NIV NIPY MYN 1
/DTN DPIN WY DVUTIND TP NNOIPN YN MPT 19990 NNV
NANTH INA PAONOIT DY | 9TV DIPNNN 80% -1 PAON mywn
mMoN 9 Yy DMIPNNN 20% AN MPT
MINI HY MTVINN
RpJalyary
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MMYUNN TN Y0099 NPOUNY 1/2025 9901 21219 19910
MIINDN SV TIYN MY (7/991) M1 MNINY

050N N¥9N DIV mayn Y97 Nann !t NI 90
nyw 555y m 500 NOPNN NN NN PN PADN many Nopn 2
DONTH /NTVIND NN MYV 96 TIN NNINS NNY PYo) OV
POY NN NYWN (5.7.2
nyv 955y m 1,000 YN GWUN NOPN ,PVMP NYPN DY NIPNI mMOYMIP NOPN 3
NYNNY ONY2 NN INND NIVONRND PN TN 19IND PODN DY NP9NN NOIYNI
N2 IN NPVN TIMYD NPANN NN MYV NOPNN NPIND (5.9.5.14.6 YD)
DNNNYONIDOVN NWIND | NIYIADIN NPIdNT | TN NIYNN M0, TIVNHN
NPANN Ram)ala Rl IV NONNN TN NIPPA VAN
NONTR/NTNNN DN .PADN MY NITHN NPV
,1PRTIN INNA NYIR NOPNN
NPANN INND NIV NN
MY VDY TINA NN
DY Y55y m 1,000 TNNA NYPN MYV 48 7IN2 D90nN NYPNN 1999 NOPN 5
AN 7TNNND NN NO9YN 25 9510 ND) NYTINN NYIAP TYINN | NPAYNN NN
NPNRY NP (DM MY )90
MVMIP NYPN
nyw 555y m 500 nwnY oN*a ,N9%9 NYPNA DIV IND ™HOYIP NOPN 2
NONTH /NTINND NS | DNNNY INIDVN NIDV PODN 1Y DN P91 DOV
DMAIN DPANN | TN ,NPNN DNNNI INYLN (5.9.5.16.5 YD)
NN MHNND NNIPN NNND VI MYV 24
N NOPNN NOD ,NOPNN PINA TN
PHRIRY MADN NMOY
NOPNN NNON NN NN PADN
MYV 96 TIN NNINS NNY
POY MYTN NYWN
oY 955y m 1,000 INL,NOPAY PIND N PION N9 NOPN 3
PNTR/TIIND NN 10 702 ,NNINAY NN PN PN DV
ANYN Y30 Ny (5.9.5.16.6 YD)
DY 92 )2 1 5,000 NTIAYN NIOIND DRNNA MM NTNRY ON 6
9 5N %9 Yy DI
NPIONY NTIAYN
VN MPYN
OYNIN NOYINY
78”2
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050N N¥9N DIV mayn Y97 Nann !t NI 90
DY 955y @ 1,000 TYINN OMITOP O 60 TINA TN NTIIY ON 7
ANTH 7TNNN NN 7PN/ OVIOD NMN NYAP | NPIONY NMOYNN
DV YoY NN MINTH NPAN DY DXOVION
5.8 PyD2

MIYPNNN DIDN HY M 1997 9NN SLA -1 m99n  5.10.3
L1 959 HY IN/ MIYPNNN DIDN 1 DY PRTNIY NMIPIND INN TYO IN MDY D0 W1 Yoan
NI PHIND TP P IYN DOONN YW N TID? D790 NN IWNX SLA — 1 11191 VY9 Pind
: MIYPNNN DOON NX HVIY

TIAY DY 7 IN DPVIP NYPNY PINI PADN KD PADN @
1IN NPIOND YAPIV DN NTIAY M 7-5 72¥N DIINN NPIDNI NN @

11919 VNMOD SLA-N NN NN @

19901 NN MY MIN 2999

N PVMIP NOPN NANNN IV 30% -1 NOVND S NN 21900 NANN Y
JPR1IN MONI DY TINND DIV Y3 DY NP NOPND noPna

DOWTIN 36 DY 19T P79 TN NYYN) DY 5 5w NN MWNRY MPY NPOON

MNON 29 DY , 3990910 MYOIT NN OXIN IRY MPY NPIOND | 39907 MYIT NN ONIN
PRYAN SV MTNINN PPOM PNID) DI DY

7990 N5N 5.11

MITINDN NMON .MTIN NN TIVNHN MY PADN P PADN ,TIVNN NOMINY orNNa 5.11.1
IN ND1D) DITINN P2 MIVPNNN NPON IN DPD DY NIPNA IPYIPY DDONNN NN NPTHIN
.UNMINN DN ,NIY N0 DON (NPON

YPNN D3 DX D) DOMPYN WINA PHA NPINKRD NN PAVND NN MTINNN NMION NIVN  5.11.2
TIVND YOI MOPN IN/ PRI YIS AUR ITION 19IND INYON MY IN TIWNN T wITIN
55 YY XY NOWH PMY TIN ,NMPYN MONT NN VAN ,7PINKDY MTIDNN TONNa
A9N2 NNINRD ONNNA ,OXTTNN

91 52D MPYN NNT WO KD ,0OMPYNN PON YaAPD PY0oNY TIwnn VOV Y55 5.11.3
IN TTINNN NMIONA NHIXRNN YD D) .5aAPD PYNND IN2 TIVNN DNMIX OOMPYN
12) ,2730 NIVNN MHIYN DYDY N2 D YNIZ INDI1DAY DD MVYD 1»NNN Pavn ,NINA
211 NIVNA YN IN DOWIND MIYY TUN NDIVD DD YNIAON WININD

YOO TIVNN MYPA D NN OMPY NN 19INA N GNYY 210 )I¥T MDD 2»NNN Poon 5.11.4
ON QN MTINN NN 29 DY DIYAT INNN PADN .Y NIXIN 19INI MITINNN NN WHND
VA0 MYV N ,TIDND TIWNN NOVINN THID MDY TIVNN TH JNYID NNYV 1D PP
TIVNN NOVONND YINI DIXTTNN P2 NOPVIYN MMTNN DY NIPN 932 7D DIIDN DITTNN
DM HY TYD PANDN ,NYNIN IN IN NDIN DY TYO WITVTIN PION YD, TI9ND

:MT9997N %A% 5.11.5
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TIVNN NYIRD TY MIYPNNN NHIN NPON DY TIVNHN NYTIN 0PN — 7MI9N NAIPN” (1)
MXIY DY, TIVNN MNOXIY NN PADN YN ,NMIDIWNN NNMPN .MDIWNN NJMPN DD DY
DY TN NN NN NYPNN .DY/INNK DY/PAD DY IWPNN TIVNNY YD ,0/WTNN DY/PIDN
TNV T2 DWad PavN Y .D/INN DY/PID DY D/ININA DY TN IN,MDIWNN RPN NYINN
INYY DN ,YTNN DI 172V, MIVPNNN NN NP DY TIvn NYyTN 0PN vhn
YN NOY DXMPYN TUNN IWINNDN 19N ,DY/YTNN DY/PIDY 010NN
NN OV HOY MATD ,NHIND VYD DO INK NPNY PION PYNY ,MOIWNN NNPNI
Y PYDAY NITIDTIN NPION WINID - 52PN ,NNINAY MDY
INDY NINYVN NNNTOVIN TINND DT NINN TNXD TNRYNY A»NNN PO ,WITM NN
19) ©/YTNN D/PIDN M1N) DY GMWYNA ITIY NON DITAW .OIMNN INYT NPOIYW 297 TIWNN
LDMPYN DY INMY 935 N2IVY NN NIV INYON M INA TIVHN OY
NMPNA DN INKD OOWTIN 12 TV MOIWNN NNOPN DYD OPN — 7NMNNN NAIPN” (2)
DYMIPYN 1NN IDNNYN UK INYLI 7D IN/ PODN DYV NNIND OWIN YTV IPID? NININN
M IN TIVNN NI N O/WTNN D/PI0Y ,(TIVNN DY VININN INYT NPOY 29 DY 1INDWY)
L UITIN NPYTIN MYYN 9PN, TIVNN MIPNNI YOO QN TSN NTHI2) 90 YD ,00Y0ON
DMWY DY HNINY DRNNAY

DNV PODN YT DY DIDNIN DXMIPYN YD NP 1Y ONN INYTINA VID TIVHN 5.11.6
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Manufacturer’s Undertaking

To the Attention of

National Digital Agency, Israel

| the undersigned, , on behalf of the company

, (hereinafter: the "Company") which is the manufacturer of

the products included in the proposal submitted by the bidder

(hereinafter: the "Bidder") in response to Tender No. 1/2025 for the Supply of Cards for
Government Documentation and ldentity Verification (hereinafter: the "Tender"), hereby
declare and undertake that the Bidder is licensed by the Company to sell and supply the

product as defined in his proposal.

Date:

Name:

Signature and seal:

Position:
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9INND MNPNY NNPNNNA

POUN MNAINNNI MINEN 4

SIPYTI,ININ ONOY KON J9IND ,NNTA AONNNDI PINN PION

TN 0PPND NTNY XY OXINYT 20NDY 1T NVPI XD IWUN INIWI PTI DWIN IR NINOD - 4.1
NYT NINXIN IN INPINN ,PPOY 10N NP1V NN NMIVARD NNRXIN IR/ NNIVNHY NOWD D
NN

72N 1’0 PADNVY DI ;399190 MNTIPN DNV 1PH2, DX TIRNN OYID NIV NN MDNIW PRI 4.2
D9V TIYNN DD MY 29D IRINNA NN NPNY PIN NI 1IN NPN NIIND ,ND7Y3
INTRY NTND YT, D TINNN DY YSN PODN HYW MITY DIV NDI NYIAP NY YI2 Pavnn w1
PO0N YT 12V TINNN D3> 30 TINA,IIINRD DTY DIV NDI NPODN-IN D WITIN .NT ININ2
.PADN DY TIVNN DY MIVYPNNN NPOIND MDY NNNYOIVI INNN )0 MVYD

NNDNAY PNNIY 993 379907 YINDNA WIAPIY DXDNN DIXRINM G0N ININ D1 70y NN D 4.3
DV NON NDMNY TY DN TINYD YN’ ) 19910 MIYNI YHNY NYSNA 100V DXINDNN ONMIN
T NN A DY PRMIANMNNN D

) ,NT IHIN MINNN 29 DY DIWITIN DONIPYN NN PIDY 1D DIVONNDD YOM 1POIN DY N 4.4
VNN DIMPYN NX PADY DIVANNDN DINWIIN DIYSNND ,OTNN M YN, 099570 PPa v
TY IMYI2 NPND IDWN NOXI ,VI9 DXMPYN NN VINN NT NIINDY D52 ¥IONN YNNI
T DN A DY PIMIAMNNN DI DY RHN NMND

N2>0 Y5 X ITID YIN0N N NN ,)PT MIN MY PNWID NYIN IR NN ,NOR DI PRI 4.5
mMao ,M2A»NNN 939 I9 IMNX PADN ;19 DY PIMINNNN YINXAD) NN IMIVPNNY ,NINNK
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VIN2D IN) DT DDIN DY INDINN PRI DT NN Y9 DY PRIAONNND NTIIND ,NINN MIAPNNN
,MIPN MY PT 92 DY N9 IN NINN MAONNN IR NNIN YW 1IN DIVHD 19 DY PIININNN
TP INA N

D>120NN Y NX PT) DP 1D ; 0OXMPYN INND WITTN dVIADIN YNNI IR PTN DDP D 4.6
1NN TIXD INPNAY MINRD YTIN NYAPO NINNY ID WIT D ; DXIPYN 1NN BY IWPI MINANM
INPINNDY PYHY NYVLIN V9 PT YD MNXIIND ORNNAY HII2 NHIND NMIXNND DOXNNA DXMPYN
MMAMNNNA YND N NND DN YNRN NPONIA PP XD NIPN D02 M) ; N TYDAN NNDNN
ATIVI NPINK TIWNN DY DP0ND NN DY IR NN VNI PION

N2 29 ;39907 YINDN NNDNA D DIV YN MY, MV TIWND MO NN NN Pan D 4.7
VININ MIVAN XY DIMPYN 1NN MDD MMYNWNN DI NI VNP DY IY) IRNDNY 19IND
PTN NMINNN L3990 299002 VNN YTIN : DT PRYY M ,NHINN 29 DY PNIMIPNNN DI DY
1217910 MDOYaN ,0XMPYN DY TYPA YNV NMYANT MOOYNN DXMIPYN 1NND NPVLIADIN
INODIWAN PNINOT VAV PN Y 1D) ,0MDINY DIMPYN NN ,IONN DIPYN ,DIMPYN 1NNa
NN NP>TA I YN NNIRD DX PTIV INRD 1D ; DMPYN 1NN THXY VIADIN G0N YPOY
TPIVAN NN 11991 YINDNY DRNNA OXMIPYN NPADN D MPOND ¥IN )10 KN¥NY NIDN
%9 DY PIMIAMNNN DD NINM IRDN DN NIPWN ,(1OND NNITIND) NININN ), 1YY
NI PN DI ,MYVL 5 MOYNON PRVINI YN P71 191 AN PN 19N NN INNN NI ,NNIND
S99 wpa v

NPINKI XY NIN D), TIVNN 21D NHIND 9 DY PRMIAONNN MINAD STYOIN IRINKN N YD 4.8
DY IVINOY DD NYOIY DII) 1NIYLN MV 1927 MY 1NIYLN SNV 33 DD DY MDY K30 NNON
NW DY THayN-T2y O0N> N9 ,00P1,0009% NINMY ,NTIaYN MON XWYND M2, (Tawnn O
NINN 29-5Y PRMNNN VINAY TP PODN NPINND NN INN

951, 0MPYN YA NNDNI INYLN D INA IMIYPNNN DN Y8 IMNX MPAaV I NP D 4.9
DN INPYVN M DID IR PADY NIYVN M DI IR TIWNN PIYY NN IR/ RN IR 7PN
NIPN D), TIVNN DYLN NINKN IR NYT INN DMNNN DPNX ONY D) 1D, NNPIL OYNNIN NIN
IINDNIN ,NYN INPINNRD N PAMIINNNNI PADN NN TINWD INA YN0 7N DY DN M XD
M DY IR TIVNIN DY DP0ND IR NIND DY IWPA YV M) 532993 IN/ TIWNN 2993 N TYIIM
VDY TN D955 IN/ PADN 299D YYD NPINK MYLN

9N XY NN L,NNMIND NNN NIRIPY IR 1I9DN NNON TIWND PADN TN IMN YDHRN DI 4.10
VIO 7O NNND YTNN NPONL PR D) PIDN DY PRMIONNN XN WINAY vITITH 1I9INA
.NINN 29 5Y INPINND

NI )NY IIYPNND ONXIN )N 9PN JIPP TYNRN NHIN2 PIMIANNM PMINSNIV I T Y 4.11
N2 MY NPY 53 DY AN TN YT

2IMPYN .5
2552 NHIND MXNND OXNNA oYY 1.5 PyDa DNITIND DIMPYN NN PADY I»NNN PIon 5.1
9191 ,NYY NYN 1D NNIY 19D, TIVNIN NPNINDI VI OIMPYN NIION VI 2 PO NMINNM
N2 DN 19IND NDIVN MDONA
IN92 NPV NNNNIA AUPI ,MIDNI ONNPNN NN MYSHNI WD OOMPYN 5.2

02-6664666 :j1970 9073523 n'7win' ,n'7wnna Nty ,1 17 Ixam ainn

123 TInn 82 Ty



miN7n 7010 VN LI
wibgll Jlimsall plsi w W MNLUNN NYNY Y0090 NPOONY 172025 99017 31299 9991

Israel National Digital Agency NN SO T NAY (179931) 597151 NINY

NWY» PADN NN NN TIWVNN DY IRINND NN MWD INP2 NN TONNPNN
L3N DD ANXCTIVNIN MWD YNRY 1IYLN MNNPNT TNND 212N PIDN PNV TOY NPINNI
PNMONND NN DOMPYN NN YNID NI DY OXWITIN DXNYIIN YN ,)1PONN ,D2AINUNN
ATVINDY NN

INDNN NPINN PADN XYM 110 TI9) YNY2 PONDY DXMPYN NINIAD PIMIAMNND NNONa - 5.3
VIND,MNUPN ,TNION D OV INIWN DY DYWN) WITIN D3 NPADN ,MZIWaN 5 WX MT¥oam
LDOMPYN MINIT PPV IN PIVIN ,TINI
VITIN DTN NID D PO INA MNIT IMNIAVN DY TINY> PADN ,DOV0 MNRN NPSIIN WIND DN
99 PADM N DO YN 19) )TN INXIDN ,DIND 29 DY PIMAMNNT NN NTNY OWY
NN92 OV DYY INA DIMPYN HY DYIL HYa DOYPINND DNPODN N/ DNINIY MY
NN DYMPY IR MW OX D), T D5 NMINNND ONNNA NWITIN NN INA DHIN2 NYITIN
DNIINA DMPYN NNOYN NN MOVLIAND 1N DY YoN ,NHINND MINNNT YNNI D01 OIN
595 DNNNA DYMPYN TIVND IPNDY 12Y 19N NN DY IMYON NHNYHN TNSD DTN
IND MNNN IRY) DXMPYN NJION VINNI MV MYIITH
L1 927 959 ,NNINN Y9 DY DYMPYN YINIIT MDIDID MIAVNIN NNNIND MWD ,POD 101N WnH
DA NNNN DO PN OIIVN X

WINID TINND ,NMIYPNNN DN DY POYY DIPN D52 MIYPNNT DTN MYID AN PaON VYY) 5.4
TIVNN 91 DY MY IN MY MANNYN TNXY NI 1NN TNXY ,00N1Pvin v Hyea
NN YAND IR YININ PAIY DI DY NN INA MPT IR NITY TNNY 0O DITTY INA
LYY, NINY NI PN DN 901 DIVWN DI NNINN DY IRIT MY PIDNY OD2N DX ,DOMPYN
IN2 NMNIND DNNNN

95 M21Y , 0NN PON DI IN) OXNYPYN IAYN NTIND 29 DY PADN NMIAPNND INVND NND DI 5.5
DYINA NIN INYVN M0 IR/ TIVNN NIV INRD P, INOVINY NONID (DYINID NYAPIV TIT AN
NNOWN DY DYNN MIYPNNN DN DY ,AN51 ,7YIN 2PN NHIND NINNND DNNNNN NN)
YN DOMPYN
INPINND YN TN DY , D3NPV NNOYN IN VI 12T INYVN M IR TIVNHN NN PR
;DY IIN 29 DY PIMAMNNT NIVH MNINID IR/ DMDIND N DWIN DVY PIDN YW NNONN
NINY DI PN D1 NIYY 9 MOYNDN PRYINI YN 717717 191 71N XN 19N DXL INNN POOM
S19% wpa

NINY 199980 ONNNA DIMIIVN NWIIIY DN LININNI PTYHAN NYTN NPIY T9UNY 5 ,9Na)» 5.6
N2N1N NIPNRY NI 4N MIT NN N ML INWDI PINHNI MPY NI WIFIY 239NNN 1PN
JOINY NN DIVA TIUNN NN

2309 1223P DY .6
IN/Y DPINDNN MTION N/ DXVIVIN NI IR DMINPN NMIDT DY NXIN 2D PN PN 6.1
,D203091 PIN 295 MY ,2007-N7DYNN , D91 MDT PIN 29D MNOT MY MINND NN
DYVIVIN NP K9Y MMNIT,1972 — 27HYN ,ANVN 2NDYD NNPD *9Y MY ,1967 — 3/HVUNN
75900 0”7 =2 MNOT ,1999 — ©7YNN ,0%ANVUN DIVIYN NNNY PIN 295 MNIT , 01NN
MYITIN D991 NINI IPRY YN MINK MMM ,1999 — V7IYNN ,NMPINTDN MINY PIN *aY
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NIDTN 2D .(7AN939PA NN 1oNY) TIWNN Y T-DY DN WINIWN DIMPYN VINA TIIND
Y2 DYLN DIVITITN DINYINN DI NX PTA YWOW PN PADN — PODN MDY PPNRY NP
T DVINONIND ORNNA TIVNN YT-DY DN YIDIWN DXMPYN WX TNND MNNNRD NN

MOT D32 IN NPIMIPN NMDTA DY DIYN DIMPYN VNI P NI PRI ,PION PINN YD 6.2
NIOT NI PH2ONYID NN NPV D T IN YA YN KD Y, INYID WOV T8 DY NINN
JINTOW NN NN DYR DY 19 T DY IR

DIV TN IMN PO ,NT AN MXNND TN ,MIT 19N DNV INWID 235750 PIOY ¥1Nn 6.3
IN NN T99 22997 HYW NONHD MY PN PNINON YN INN OPIN 27592 vIDdY DY TIwnn oY
L, DYTISN PA 02IDOY Y997 7252 MAaYN DY ,NT NN NN 19 DY 23992 7N VIDIY JPYY PY
ANYLN MY INA TIVND NYITN RHY DIXNIPYWA VINOYW TWIND T DI1DM

YTy DY TIVND IWNNVY IR NIINY ,DXIMINNN NN D INWID YUYW I8 WY 1AW MIpn Y01 6.4
NPINNRA PADN XY NN, (7990 MYV 1 1OND) YWIOW TN DY MDY 1910 1NYLN M) IN PION
59 AN DDV NI MYV ININ 79N MIYVLN M HY INA TIVNN DY PRY ,Mavn Dy nTyvan
STIWNN Y=Y T WATIY INND T, IRYD TIWNN YIT DNIY Ty V7O DY, NINNIIN
NIYL NIV DN NN WHNYND DOV TIWNn 7 INIVN DY ,NM0IND IRINK 7PN PADN
Du9 6.1 PYDA LN ,NIONN
95 X2, MIYNIN INYIIT DY TN ,TIVIN NN N9W IN/ 18D PADN ,20¥0 IMNNN WD 'Han
ININY IN/Y TIVNAD 1DV ,0NY D) 1PN DN ,NNNIN IN/ DIDVN IN MDY IN JTIN N P
199NN MYV DY IWP NIRYD 1NDYLNI D N TIVNHN WA

NY TIVNN .NNNA GNNYNY PODY IWAN DY PYD 290 WNNY NY AN DO YY Paod WY Tawnn 6.5
.AND2) YRIN PODN DY DINON XY, PMIYLA DT XD 1T YDA MNND Y2IND DY IWam

ND YIN THON ,NTIAY AN NN NIRYIN L0190 ,0I0TY ,IWON , 0T, 1ON Y1 DD 6.6
NNTNN 922 IR/ ONPIXIN IR TIVNIN IN2Y DXMPYN NHIND WIN DY IWPI NN IN XINY
MPY IR NPIN IR DO IRA DINTNN MAID) DN TIIY MDY IR NPXN IR/ MO IR
IN/Y NNV DIINDN) YT DI IN/A (MIYVN D YT HY IN/ PIDN NYDNNA INA T DY 1DV
IN/Y 1IN DN P2 MYV M9 IN/ TIVNN T DY 159 IR/ NN ONX P ,0NN0NI WNNY
INY MMNYPD NPT MIAID L(7DmINND7 :19NDY DOYD) 1mMYLN 3 IN/ PADN YT HY 1D
PODM ,TIVNN DV YTYOIN RINN NMIP NDPNNIDN 1D ,0NN PAOPYL IR PIVINI ,NIYINN
-N7OYNN , D18 MDY PIND 35 PYDY DRNNA NINK NKDODN NN 1NN DYDY NNINN D PN
YR RINY NI PN D1 NIYY 5 MOYNDN PRIVIN YN M7 1) IR IMII,(ONY 935) 2007
iy

IPAD? INITDNIY DMINP DMININ ITIAIPNY INMIN PIPN TIVHN MOYIN IINY IR INDY 6.7
NNDNI XDV PADN YT DY INMAY 790N DY NPNNPM YT N D902 MIYPNNN NYNN DIV
ONINPN YT NTIAY MOV MIAID [, TIVNN NI DOTIND DPNY IN TIVIN NY DNPYN
NPYN NN TINND  know-how

(Y°N2 INITHIND) NPIDIIN NN DI DY NN ANNN PADN ,20¥0 NINRND NPOOON MM AN 6.8
PENADIN MM TIVNN DY IMIYPNN DPD INKD GX ,DIIND WP 1D NPNY MDY
991 NN HY MW DO THNND MIT DI, INPNY DY XIP» 1YW D NYLY I8P DY MDY DI WHvn
NN DD NNNIN DY N TN D2 PT DI NN NNOPN NNYT MY
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NPN T TIN Y NNRIIY VIDOY YD DN YNID) DIDYA HNIND DININA NMYOIRYI XD TIWNN - 6.9
LUTNND NOMY IN MNOYN ,MODIN NDIDN DMWY NI M0 ,MINKD IR MIVPNIN
NN NXOY N NNNNI ,INKRD DNHAYN IN,DMIDID

NN D02 N VNN TN DY IN DITIN NN ONX P2 ,000 PMY YD) 09NN D M TN 6.10
LMYV N2 WY NIPNIA DX T NNN DADYY IRV 1P XD PADM TIWNN DY IW1D7 DN ,NINKN
NINN 1220 YO0 IN,TIVNN NNND DINDYN

aN52 NNIDN DP DX XONX ,DINMINA INWID YINYW MVYD IRV KX XD MYVN M INA PIon 6.11
19501 MNIND DRNNY,TIVNN DY NNINN SYIIN YA NNINN URIN)

91052 TYNN DM 3 TIN LNV NDO DO NNIND DV ONX N ,MIYPNNN NNMPN DY Nya  6.12
P90 DN’ ,NNND NYIT TVINND DD 3 TIN,TIVNN NYIIT9-DY 15 M90 NY YD IN,NHINND
WX YT DY OPINNN OXIIIND DI DY NPXHNN DXPNYNN ,0PNPNRN OXPMYN 93 NN TIVND
MRV PIDNVY DN TYYAN INYT DIPOYY DRNNA ,TIVNN NIPY NINK 1Y YD DN YN
YNWI 71 PADN ,ININD QN DY DN PNIADY NIDT RNN PA0YV Y2 50 YW onvhd DYpmy
TYOIND N2 ,1PT Y9 DY 1D MVYD WATIV D5 , DINNND DIMIND DY DPNYN P PRUND
.NLAINN DIPNINIY DINNND DIPNYNINY ININD) TIVNN DYLN NNVIND YD)

PODM YYTITY IRYA 7P TIVNN ,D0Y0 N PYDL MNINRD OXNNA TIVND AN WMDY Wan  6.13
DYNYPYN NN NYPN YN DD 10N INKRY MY DIN Y MIVPNNN NOPN NONY 2NNN
IND Y DY PRMIMNND NN

T2 DY DY MIYPNN Y92 N 6 PYDD DNNNA TIVHND NDT NN PYY 712 2»NNN pavn 6.14
.3 IIN 9 DY PIMMNNN YIXD NIIDNIINYLNI DAY 2D DY IN/ MIWNN MDIP

SNMNN TV MNP N99ND AUNIN INIDN ,MIAYPNNN 292591 199D Nt 9Py

ARMAMAND) 7

NTIYD N9 ,TIVNN MDOYIN DN NS MYIAVD DTN DXIVNI DMPYN NI P 7.1
NYNNA VNN DIMVWYND INIT PADN MY ,NTIND) 119D MYITIN NMAPNNNN DD PADN
(709NN NI :HNY) 5 P92 YINNN DY NPADIN

NYYN RY AT ANN 29 HY DIMIPYN XA 1293 PODY OIVNY NA99N NINNN 2D NN 9N 7.2
790 Y9N [ 7799177 NS D] YV 70 by NPn v

TND AN NNINN L,NYY NYN GPIN PIPY 29D D7INN MNNNDY DT DN MXNNY P91 7.3
VINAN MIYIANT MIAYNNNN ,MYITIN ,NIDNION NINY N0 PH 990 MNINN YD NN 9I195M
,PTIVND NINSIN ,DOWITY NNPY MNDY 0T MO NPOYN P2 NIRN - MY ,00MPYN
999 MNIT N KD PADN YD DXTTINN P2 112 DD 1) NN ,INK DN YD, 06NV, MYD)I
1Y NN 9 5y MIYPNNN NMPN TONNA X ,NT NINN PYDA INNINRD VI GON IN INN DHVYN
NDY PADY D ,0N)0 YINN DI IR/ DNOXR WP KDY OIXMPYN 1NN NIY XD ,NNYP INKRD XD
aN52 NNND OXNNA ,TPTIVHNN DRIINN NTY NMYOIX INRD NOX ,INN G0 N NN DTN DD
STIVNN DY ININD YW MDY YT DY UNIN DNNOY

D55 .17 NHIN NDMIY NYA GPINA XINY NPV G0 TIY DN DO DY) ONNINND ONOVYNN 7.4
NNNNN NN DX MY NIYNN NN STNY NNY DI Nryn DPYN NN PION DY DINNY
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NYYAN N DY NIPNY NOYN 295D DTYNN NNNNN NIYHN DY DY NIPN) DIWNY
(MY Y955 Y TYNN NINNN

NTI2Y MYY 295 NTIAY NN DIINIDN DXDN DXMPY - DIXNIPYI NN MMVN PIA DXIYN 7.5
NYYNN YTIVND 1IWNND SXMPY NPION - 16.2.11 D7ON NYTIN 29 DY M) PIYND DNNNA IWYSHD
TN PPINST () 29>IYN NYAL ) NAD))

IWPIAMVY Y95 NPYINPNRI MYOIT 532 YXINN OIMPYN 1NN NTHNIYY ORNNA WAP> OPIWYNN 7.6
NYTINA Yiann DINNY WAPIY DXNINY DNNNA PN IN MPYN NINTN 2DV TIWNN NNN
STIVNN NVONN 290 oM 16.2.11 O7ON

O YIPN PIVNN L,YPINN OINNN MYIIT DY INDIVM NPDMNA NDY OOMPYN NN OX - 7.7
Y2 NN, INTY) DNV M) 1PD2) 29D KDY T2D2 DXVPIANN 11N DINND DNXNNA
TP DVYNN /2 NN MYIT DY NNYN DIMPY 1M D92 PI0N YT DY YN X NN NMIODNN
(72528 1Y OV NN PIYNY OXNNA

nYav) 16.2.11 ©75N NYTINA DXONINN DINIYND DIXTINY P DXNPY NN NIY OIPIWYNN 7.8
.16.2.11 ©750 NYTINA MN2APY 72y10 NTNRNN MW INY KDY (D270 DXPIYN

DYMPYN TY2 VOIMM) XNV ,XHN DIVWYN X NINNND D NN NN, NIRD W NN Wan 7.9
,On ,00WN Y5 M3 ,PADo NIMNM NNINI NN NI9D NI D) ,0MMOY 9 NAIDINY KD D)
IN PODN MNOT DNY OMND) DIMDYN NPHNINIDN MAVNN Y ,NINY ND DN NNN INA DO
S5y DYMPYN 1NND DINDIN N DIIION DIMIPYNN Y 191 ,17Y1N 299 1N0Y0N DXNPYN 2NN
PNINAPNNN TN 19) DXNIPYN YIXAD MYANM MDD MNIIND DD MY NI ,NT NNIN
INASY 192D PODN HY ITHYNI AWNNNA WAPI DM PT 959 DY IR/ DT NIN 2D DY PO DY
MDY NHPNN P2 ,NNNN DMWY IR NIRDYN TIVHRNN VIAND IRYI 7N DY YANd XD Pavn
MNXXIN Y0 DY POONN WYL DY ,D/8YY IOV PO MYV )0 DIV N7y 1oV
MMYYN IN DXOVIN DD DY DNNROYN IN DNYLN ,D>PNNA PYHY TP NIDIN DYWYN N0 YON
LYND INK INA GO DI DI NNNN IR DXPY P DXPY P2 ,0) PR DN DINK NN
.Y NTINA WN9NI NNNXD ORNNA

DININ 8
MMDVUN DI PADY MDY KD 1D NN PND VNN OXNNA AWIN ,WATHY DI NTRSNN NN 8.1
A9N2 1Y Y02 YNNI NNIND 12N DNYID YW OWIIN IN XINY N0 D510 NIPINN DTSN
NIVPNNA NYAPIY NNINNY (PVIADIN TTHA DT NON DX, NN IN) GONN AVINY NTNNNN DD 8.2
£19N2 TITHNN WY ;DY PYD NORN TNSD - 8.3

NPYLDYOLVLDY NIV NIYHN YT DY DONINIY Y95 |1IIND D PNIN TR — 749N 8.3.1
99NN DRIV NOVNN YT DY TROINY M IN

NN NN TN TTHN TIY — 70030 1117 8.3.2

NINIIND OXNNA POON YT DY NYUNNY TINIYNN TINNA TTON TIY — 72PN 11907 8.3.3
MNN

ON TP YNIPN OOTTHN 25970 N TTIN IWNRI NYXIANN NTHNN — "NHY9oY N1asn” 8.3.4

.DX02N TN NYYO NNNN
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NTANN NN N 8.4
NPY DINY ,1INAVNN TYINA DX- N7YA DXIP) DN DOPNND TYNR DMPY 11D 8.4.1
TTON (TN IN) M 7P YAIPN TTHN OX P2 ,DX020 TT0 NNWY YyNpPn 7102
SINND TN NPV DORNNA DIPWND DIDDN P 070N

DNAY DMIPNI D) TN NNNIND NTHNN YIN YD NN NN ,PAD DD 10N Wwnd 8.4.2
DOV NTNNNA Y2YTI

9N 9 PYDA VNN |, TIVND TINIVNN NPAN TYII TP NTHRSNN YINA WD 8.4.3

PN YIWYI TINN 7T PNNND - DXID)T2 DRI DI DXPNNN TYN DINYPY SN0 8.4.4
PN O WPN PN YWD M DPYND YAIPN WD AUNRD DTN DY
INIVNN

YU ININ 9

SPNOY MINNNN IDIN NNHPNN DVWYN DY

NVIND M5 ,’DIPWN MINY — 1.4.3 D7ON NNNND VNN 19D WSIAN PAVYND DPYYN »TN 9.1
MAYPNNN DI IT-5Y 1NN NPNIYN

DYPADN YLD NNDNA,DONMPYN NIAY DIVYN TNXD DIWITIN NINIVN DINIT VHIND WIT pavn 9.2
507192 YW NN DY DINNM NPVLIADIN XHDON VNN NPNIN D/ONN MINNNY 2D DOWA PNOWNNN
50792 VIV NYIYN PADD MYIN PADN NIND PNDIND .7.12.5 DO NNNNA VNVND ,D¥PI0N
SNOWNNN DXPADN HVINDY MIINNNA NN NPIDYN HDI2 XY PIDN WITY .O¥PIDN

MNIND 121, MIVPNNN NIPN TYNA 1919 INNRY DINNY DXDI NIV 5D NDNN M NHIN NNN THyna 9.3
DY PO NTIVA DIDN TIVNN AWND PADN ROND 1T NN 29 DY PIDY DIMYYN VNI DTPIN
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STIVNN NV NN PADN NYPIAT XN MWD (M99 :1oND) 7.2 PYDI VNN MAINN
PINKD TN NP> NTNRXND DIDIAN PIND IWUNRD ,)0I8D D PNNN TTID TN MDY MIIYN DIDD  10.2
STIVNN YT DY YaAPOY 29D, MYSN NWIND
9991 AWNN YT DY DN YR NPHVTN MMNAIYN PN DXNNA NPORVLT MW NN MAWYN  10.3
APNY DXNNA THPORVT MIATY NPAANY OHHIN AWNN T DY THDIN IUN QN YT DY NPINN TWUN)
NMIIWYN PN ORNNA DN ,3I1D10N 2I0DNY 1 9795 /N NIDID VIANN NDNY DRNNA NIN MWD
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7.3.3 D721 AXNN2 MOLNVIN MXNND ORNNA MNATY PIXAIND TADINN G0 T DY PN Mawn 10.4
SPMIATYY

NOINND MINNN NN YN TIWND DX .MIYPNNN NMPN OIN INKY DY 90 M MIAWN 99N 10.5
NOPN OIN INXY O 90 -0 TY NNXNNA MWD 9PN DX PADN PINY ,MIYPNNN NNPN
vpnnn

NP0, MWD NNPN DIN INKRD DXVTIN NYVIVY TIVA MWD GPIN NN TINND WIVTOORWI TIvnn 10.6
1IN AN PINY KD PODN DX .NPINK IN DOXMPYN NPADNR DPD MVIAND 1NN DY WIT 1270 P2
STYDAN INYT IPOYD DNNNA ,MIIYN NN VONY TIWNN YNYI 05011 NMINNND OXNNI MWD

MNIAN MAY DD NN NINONY OTYIIN YT NPOYW 290 [ TIWNN IRV MIVPNNN NP Tonna 10.7
AT DY YapIw e ANy TN DY

.PODY MAWN NN TIVNN PTIN ,NVDIN XD NNV YI5 MWD DY 99NN 0 INNS - 10.8

,2OU9 9INNNN YIND Y2 PAD 0N WY TP ,NTIND Y3 DY PODN DY PRMIAYNNN YD DYP NNYany  10.9
VYN DN GN, MY NPIN DIDDY 1aYNY DMYHNNT PP XIZN NN PN YO VIAND INIT 7PN TIVNN
TIVND DXTMYN DXTYONN IR PADN NPINKND YIND >TD MAWN YNNI PR 1D 1N .MIAIWN NN
2T 9959 5Y INA DT DNIN A DY YD

PPVNY TNNN DN NPN,MNPIDI NN MDY, NNYPN IN NDID, MWD DX WNND TIVNRN MDY D92 10.10
AW OLIVN PIND IN NTINIAD ,NMINIIYD NY

NN YTND 20N 790N KM ,MAIYN YW INWYD D1O0 IN MAYN Y905 NN MY MDA TIvnn wunwn 10.11
12W OPNN DM (7) NYAY TIN,NNNIND NN 290 MAIYNN PON NPIY DIDD DD DXHYNDY IN MW
.MNN DI Y IN MAWN NN N TIVIPNY NYTIN PADN HP

P90N YV PRMIAYNNND NIPN IN NYIN,IYPITIN DI WNHWY ¥TI NMIAIYN NN PRY NN 050 10.12
.IIN2 MOLNINN

3T 99 9-5Y N/ NNIND 29D TIWNN YT NIV NINK NIDT 992 W19 XY N 9PyDa 9NN 10.13

,NNN OX ,MOIND MY, MIVPNNN NOPN OIN INND PADY MY 1TMN ,MAIWYN NVOIN KXY 10.14
NN Y DY PRPIANNN DI THY PIDN 31 IRINN MNT MYIYD IPAND DIXNPWN ¥ TIWNT NN
M

SNNN DY MNP N99ND AUNIN INIDN ,MIAYPNNN 292591 199D Nt 9Py
NI DIPTIY NOINN A1

S TRN IR VYN APY INWID MDY TND IR/ TIVNID DY PRI DD NPINNI 1T XW» paon 11.1
NYIN 29 DY DNYIVI NIIDNI NNYLN 2D IR PPOIN MDY ,PIDN YTV M DY IN PODN DV

LDOMPYN NNONIINA M

D5 12 DNPYL D INA TIVNIN DYLN SNAY M NN IR TIVHN IR MAYD IdNNN PIoN  11.2
NYIN DY IYPINDIVY NINK NIRNIN DI DINNINT PTII7Y NNV 1DV, D9 M1X9 DHYWUN
VY NIYL DY TWPIIN DYV 2D INA VPOV, PMDY DT, TIVNHN T NYNNY NYIITIN
INYIIT OY TN DX DOV 11.1 PYDA NNINMD 29 DY PION DY NON NP0 NPINND TWUNI NND
STIVNN DY VRN

ND TIVNN .NNN2 GNNYND PADY TWIN DT PYD 29D WNNY NY*AN DI DY PaoY w I TIvnn 11.3
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.AND2) WRIN PIDN DY DINON XOY ,PNNYVA NTY IR/ DT PYDA MNND YIND DY WO

INY KD PT-DY DYPOYIND IN/A INDN DININ ,TIVNN 1D YNNI NN OPNNN O TI80 11.4
L T-DY DYPOYIND IR/ IMDN DINAY,PODY DY ND DON P IN JTIIN NN, DHVn Dva
9991 10N YNNI IVINN DIVYN IX NN NN ONX NON

D02 DY TIWNN MY DIMPYN NN YNIN XINW 1D YIT 9D N2 PINND PION ,Pa0 100 Wwnd  11.5
N2 INNY DOPRIY OINWID NN ININN 7P RD TIVNN 1921 ,19N9 14 9¥D2 IR 0P
T DIN 9 DY DYMPYN MNIN DY NV M0 IN/Y PTAYD

IN/Y DT IR NOWNNN,NPTIN,TIVHN IR VAN’ PADN TN MDY NIPNA D NV Ty 11.6
DOYY 2N PADN NP ,DNA NN N DXMPYN JNND NNYPN NODY N0 DoN ,0NHOY
1N NP 19,7792 PNNNY TN N NYIANT DD IN/A DIWATIN NN IN/ DIYVWN DO
DIPYN NYIIT IN/ YN IRNIND DYDY WIT TIWND IWUN DIDD DI )2 TIvnNn NN MavhH
STIVNN DV NNYRIN INYIIT DY TN NN TIY NNV 10V MXXIN M D00 ININND

NOWY DY YD PODN NPINNND MTND YD 12 7PN RY NNV N0 DO N NN DY mro  11.7
JPON NNVP IR DY IIND NY2N D)2 NYIANND

nMvr* A2
TIUN — DY NITH N2IVYY INDIVY D12 DOVNINN DXMVLIAN NN DPPYY Y8 I»NNN Poon  12.1
IUNDY PND DIWITIN DININM DMDYON D NN DYYD1D DNWI MINDN DVINOTH TN ,NPoDOoN
1912 PINNIN NN XY NPINND M)

DXPayn Man MY’ X

NPINND PIN INA (WTN NO) PPIVN NTIP 9 HY 7OPIND INPINK NX NV POON (1)
TN OMINN 552 DXTAYNN MIAN NV PTAY 1905 1980- D”7UN DINNI OININD
.DPINNN DNV IR

.MIVIAN NMPNY NIPNRY ,TIYD @ 20,000,000 TON NN XD NPINND D12)  (2)

PN DM TN MWN NP 0002 1955 NVIANN DY IMIAN NX MDIY AN MVIIN  (3)
.DT2aYN5 AWNN

WON PN PPINDT HVINTN TIVN ,NDIVIN TIYN -DXIY NPTN DX MAYD AN MYan  (4)
925 DNYOD TAYN MIANI DIRW) DN 2D MNWID NINPN NINND /NTIAY NNIRN MIP PNIYO
AMPYIAY DTV MVN NDAP 000D ,PADN Y TIVN M

WYY 48 %990 NPINN MV .2

MOHY TN 1955 NPINNK NIV INRIYS NTH T Y9 HY MPIND INPINN NN NV POON (1)
.DXPINNN DXNVYN IRIY NOTH MDINN 532 ,(77) 7PN 5913) Y1 9N

MIVIAN NMPN NIPRD ™ 2,000,000 TON NN XY NPINKN D12 (2)

.CROSS LIABILITY - n2%s nypanx 9yo 555 noona  (3)

NP, 052D DY MDY PH2 OV TX 905 NVIANN DY IMIN NX MOIY AN MYXIAN  (4)
DTV MVN

IMPYIAY YWIR I3 IN/Y PADNY IRV NOTH WIDID ONPNNN -WIDT 220 1IN /HMD D5 (5)
D012 12 1DY9 N DDNS
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953 PPINDT DVINTN TIVN ,NIVON TIVN -DRIY NPTH AN MAYD NI MYAIN  (6)
ANYLN DIWIN DY PIDN PITNN IN/ PVYYND DIRINN 1AVNMY

A8)99 MANI MIWISPN NPINNRD ANYN MVa )

COMBINED PRODUCTS LIABILITY AND PROFESSIONAL INDEMNITY POLICY FOR

THE SOFTWARE AND HARDWARE INDUSTRY

N

ELECTRONIC PRODUCTS AND SERVICES ERRORS OR OMISSIONS AND
PRODUCTS LIABILITY INSURANCE
N

£PN2TI DIWNN DINH/PON PIYD ININ NN TEIXPN NPINKD A2IWN NIVIAT INN NDN

(923 HY ADHPIWD NNNAY 91993)

D025y ,NOWNNN YTV INYWNN TIYPND DDV NPODNI NPT YNIPY 1PH2 PODN DY INPINK ML (1)

MMPON MINR X MOWN ,NPADR NPT MIAID) N P NPT DY) NN IVANOY DIN DV
,N93057 TIVN — HNIY NITN DY DIDM 191D OXNN AN 22WN TITPI NDITN D915 X IND *2aNI2
LAXHN NN TINSPN NPINKD A9WN NIV PNINDT HVIOTH TIVND

:1AYVN XYM DI 1)) PTAW,PODN MAN NN NDIN NOINON

NYT NNRD,NVRYN MYV, TPNSPN N2IN NIO 172 N0 HNEPN HTNN IN NYYN DY WPl N

P90, 0IPIN 120N, INMID NINPY DN DY TWPA INNNOY DIPT) PHA NDD -ININI DX9N IMIAN A
ANYLY N IN PADN T HY NINK TIT 932 IV IN I L1100

27 (1) 9¥02 VNN NIYLN DI T XY VT ,PION MY )
. 4,000,000 5¥ TON INND> XD MW NIPND NPINKRD M)
: MININ MIANINN NN NN NONN

.MV NIPN APY 21DV IR WINIWN JTIIN MY DONON YTAIN -
LDYTY WPONY N -

LDWTIN 12 MNAD DY Mo NoYpn -

.Cross Liability - nams npanx -

DINNI DI9 APY P 1PH2 DNPINK 2237 MDINDN JVINTN TIVND —IRIY NPTH DR MAYY AN NVIAN
IN/Y VYN DIXINK IAVNMY DI IN/ INYVN DI D) PADN T DY IPINIM NPMN 1PN TWN
JNYLN DOWNBN DI PION P THN

(2)

(3)
(4)

(5
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102009 DMV T
M2 OMDOY 2200 DIIRNND DIXNIVIA IDIY MVN 7)2PY DNYAP ,0OPI0 ,INN DN ,DONYY MNNPN Yoya
NPINK MY, 0TI 2905 DI TAYH MIAN MV PYIOY TY 195D NPINN NIV D) K15 0710 NPINN
259105 >NV D)X 197,157 XD DY NANIYNY MPYAN TYNRD (D1VIND DII) TN MIAN MV TINNPN
,NMP9Y91N TIWN -DNIY NPTH NN MAYY 12NTN DIXNIVIIN OWHY T8 950 NPINNI VIO ,N2IN NIV DYHD1ON
MOT DY NI PYD 219955 12N ,0MDTNN IR DIMYYND DININK 1AVNY DI MDINDN DO TIVN
21N> XY NN NN DN, DT 2991 YINDN DV TIVN ,NPI9IN TIWN -HNIY NYTN 295 11WN

T MO TINND PY DNV DTN NAVY

WYy 122
: DYNAN DXNINN DY PADNN MYITIN MOYLIAN MDD D2

ST TIWN ,NDIDIN TIVN —ONXIY NPTN : DADN DXNVIANI IONM NVIAND DYDY (1)
2299 MWUN MIANIND N9 PNINDN

,NON QPIN U2 DNY PP KD DYTTNN TN 7Y MVIAN DIV IN VI NPV HY NIpNn S (2)
.9995N TIWN 2WNY 2NN MINAY DY 60 DY NNTPI NYTIN T DY NN’ DN

-HNIYY DTN 9D NN IN MANNYN ,NYAN 2DV /NONN MDY 9D DY 9NN Nvann  (3)
TN PR 0NV DTN NAIVY IN> XD NIHNNY TA92) , 07TV MDINDN DVONTN TIVN
T MO

55 MY MODMaN Yo Ay MOLIAN MIT DIPYND NVIANN Y990 MTYDA ININN PIoN  (4)
.MD191 YNIN Y9 DY NVIANN DY MOVINN MIND

.PADN HY NTYOA MHYINN NOIDN NDINA D32 MIPIN NVAXYN NMAINNWIN  (5)

IYUNRD ,NVANN NPINK DX NONWYID TITA POPN N YPINN MVLIIAN MO PYD DD (6)
NOYIN MYNI ML NPIN 1PN MY INIY N1TN 29D DY XD INX NIV OO
.MV 9 DY NN NN

mMan MY DY 2AIVN PSP NPINN NIV LYNY) DN MDINON DY NODON NN (7)
OMDYIN NANIND 1952 7V NDN MDD MXIN 13 DY HNIPNNN INND ND (XM
2OM0 VNAND

.DMPY 995 VI YN NIOVIIRATIMI PIN - (8)

TV 92Y IINDN DO TN -HRIY NP TH DY NPHIND MIYPNNN NNPN D52 21»NNN Paon  12.3
MLXIAN MDY YD PNNH PIDN .MYLXIAN MDY X 9PN PXINND ,NNMP INPINN
AAPINA PMINDN DVONTN TN -HXIY NPTH DY DIONN TV Y ,NIVI NNPN TN MYTIND

TN 029551 TIVND PADN YT DY RN DXMVLIIAN DPP DY NLINN DY NN NN 12.4
NOPNNA DINN NYIRN NN PSND IONNND PADN .DIDNN NNN TNND TV IDINDD DVINTN
DM NYAY ININNDN D30 PNINDT DV TIVN ,NDI0IN TIVND MDD WITN MTIN NLINN
.MVIIN NMPN OIN NI

TIIYD PADN MMNIAPNNNN YIND N/ DINYD DINI DN NEPY NMLIAN MIWIN D NINTA NN 12.5
N M21NNN NIVIAN MYITT PID 0N WNDI,DOV0 DIVNNNIN NIVIAN YYD 19D DINIVIAN NN
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YWIND WYOND TN NTN NOX MYIITL TNYDY TN wIT) PI0N D0 MNND DORNNA
U1 PNIVIAL PIWMDY MYOIITL TNYD 1IN DY INYOLN NV

90NN YAPO MOTN NN DNNYY DMV ININDT DOITN TIVN ,NDIYIN TIWN — YN N THn  12.6
NYANY NOANY MMYYN MY NN DY NIPNI PPN IN NN MDDNN PPNYN NN NY o2
PO0M ,NINN N0 Y9N INA PN DXDYDA PADN NTNY NN INIAD IDIPY NN DY INA MDD
YSIY ANNND POON .IWIITN NDAP DY TN NN JPYNA IN INIZNI MDINON YPNYN NN Py
NIVYIN NININ 29 HY PRMANNNY MDMIAN NN DINNND NN DY YITOY )IPPN IX IPY DO
YTID YINDN IN/ POY YT MNNANRD MV MDIDNN PINKNY INYI 7P PODN YD DIV .DyHY
A% MIYPNNY YOMDI IMRY

NDMYY MNINDT DOMTN TN ,NDIIN TIVND -DXIY NPTH MIT 2D IONNND) PNNN PIoN  12.7
MNINON DOVINTN TN -INIY NPT DY MDPVN PN DPYD VNN OMPYN YT NPITIAN
, D20 ;7N NIVIAN INYINR /MYIAN MDY 12)D NOIY NPINN DI NIN D DNRYLN M DY IN
Y PADN HY NOVLINN NNV NN DN VD YT N PRI ,DITYN 22D IN 09PN DO
AND DN P2 IPTI ONX P2 ,IND DN PP2) MNXND IWIT) ON P2 NINRD ,0000N

ININ NMPINNND M ,NT NIV YDA DIYITIN DINIVIAN 3 N2 DIVIN POV Y2 9PN JynY 12.8
3 IN NN NYIN DIVN DN PNY ,PIDN DY NHVINN NI NYWIIT NNIAL 0N MHDON
0MVAN NN NAPYY DINIDY INYN NN PNAY 1O NMVLAY NIPDN YN 970D NPYLN
J79% ORNNA NPINND MM ,MVIAN MOIPN 009N 4PN MA9Y DIININ

DIDNN 22 DY PT 9 5Y POY NONN NIN DI PADN NN VAT YT MVIAN YYD NPNN DI PR 12.9
95 HY MMINDN HVIPTN TIVNI ,NDIVIN TIYN — INIY NOTH DY NIND MNNRD NN WD PN)
.Y D20 9 O PT D19 DY DND DNPINN TYD IX MDY

.1 020N DY IO N9 INNN VN NIVIAIPYD ININA NTIIY X 12.10

299N 7Y PONNN INNPNN MNNN 13

NXD DN OMIPYN NDIDN 1IN MXNNIND VN RO POIND N2 PNY 1Y 13 PYoa RN 13.1
.PADN DYV VP HMIN MIATD NN PWIN 12T MRNNN MAD PNINPHRN

9121 ,790 95 901 WHY .WATHYW DI 101NIHIMNNPN NN NIYININT DIXMPYN NN PODY Poon  13.2
N1 PON 92 IN,NT NNIN Y9 DY PRPIAONNN VINA NN PIAYND IRYI 7O RO PIDN D NN
.AN52) YR TTYNN NN NX D3P OX XON ,INKX DN DI D

,VPNNN 57N T DY URINIIVIN XDV DIXTIY DIMPYN 1NN PIPOYND ROW INNN PION  13.3
PN DY D0N N DINKR DT PIOYNY IRA PONNY TNN NN .TO2 TN MY 93D
IN/Y DINNRD DYTAIVN NIN PO DIV D OWY PODN HaAPY ,NIIVPNNN SN YT-DY IWIRY
IVPNNN DN DY AN 1NN DX, D900

VINT NIVT INPY NY DIV TID MTYOIM NINRINN NPINKA XYM PADN D NN NN 13.4
NTNRY TNND DTN OXMPYN NNOYM VN TNXD ,WATI G0 D2 ,DTRND NID DD DOMPYN
P PODNY YD NINDY L1092 OXNPYN NN VIVN) HHI2 NN OXNPIN OMININ MNP
NRINY DY PN D0 MDY IR NN IR DVWN IR NNNN DI T HWIAINIY

DOVINPHNN TN 2N NAONN 13.5
NN WITTY INOMSPHRN INSNN TR DI (UXRIN) 510D INDT TIWNn Md Ny 951 13.5.1
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TOW IR TAN ININ D TIVNN XD ON IR TON DI DY (Tay>T72) INTIAY NPOON
Y NN DYV YN INA NMN) MIONL DXMPYN NPION DYI TIwnNn M1l
90N WIT NI NIPNA .TID DOPINN NNY 21N PPV YDA O TYOAN INYT Npow
YAPMW 295 INNX AT P9 D IN,NTIAY 21D 30 TINA HMYVLN XNDN NN LOIN TRYND
DN (DXNXIN DIVIY DII) 39991 YINDNI NHIND MNIN DI ONNNA ,TIVNN T DY
IYINPIN NN NT DINY

YR TIVHN NNODN KO ONNPNN NNSN MIANN 20 PHNND INY i KD POON 13.5.2
MY NIPNL .DXPIAD DMNYLN KIN NNND NNIDN INNH YN NI TIVNM ,AN0D)
VTP INYLN M NIY IN PADN NIY INTIAY DPD DY VIYN SNXPNRN NN M12NN
92N IMNRY WVITTY ONIT R TIVND .I2T0 D YNIPD DY TN TIVND T2-DY Poon
DNIYND DTNV PIDM OV ININY TYIND TY YTPIN NI TPUNI ONNPNN NN
Jnvipad

9-5Y PNMIAMNNNA YION KD MNNPNI NN 2N NANNY TI0 IPNN> PION 13.5.3
DM IN DNT NN TN PONNN SNXPNRN NN IINYY DITINN P2 MIYPNIN
YNNI WIAPIY NTNN NINND DXNNA ,G9MNY ONNPHRN NN 92N NN DN
IYINPN NN 92N ININD DN 100N

qP°02 ,PINNN MNNPNN TMINN IIND NPIODNI NDPN ,1NPIVIND NN YN PION 13.5.4
92N NAYNNN NNXIND MNIND NMDYN D2 XY PADN .OXTINN MY DY DIpNn
INNPNRN INNN

1D DN OMYYN DOPR IN DITON X2 ONWHI T1T2 PADN NN NINAD 2N M XY TIVNN  13.6
INPNIN ININADNN X2 ININWID DINMPY 1NN MYXNNI DXNPYN NN HAPY 270 TIVNN ON
LDXMPYN NN TN NMONTD NDOYI 12T VNS KD 191, TIVNN NYOIITI7ay

a9 -12IY Y9N 91¥N 14

2D TIVNN PAIRA DITIND P2 MDY I MANMVY |, TAYN-TLIY OON NMY > TI M NN PR 14.1
.DNYLY M IR/ ONN M IN/ PADN NDAP INA YT

IN/Y PADN P2 TAYN-TIY YON> NNOY 2T PRIND MNIND IN 1T NN PN D PN pavn  14.2
STIVNN 129 NYLN D IR PT-DY POVINN

02 DMPYN NN TN P-HY DPOIND DX TN DY PNAM WNIN 2D PNNN PIoN  14.3
STAYN-TAIY OO DI NP KD TIVNN P

MINPNN INKN M0 ,NT DN WX TNND 1NYLN IN/A PIDN OT DY DXPOVIND DXTIYN  14.4
7252 PADN YV PAOY IR/ PITIY IR PTIIYI TN DD 12wN» NPOY1Y 935 MvN Mo

NMDT DT NNIN Y3 DY DXMPYN NN PT-DY DIPOYIND IN/ 1YV M0 IN/ PADY MPNIN KD 14.5
YR JNYOD ML IR NN DD OINIT P KD DM NNTNHN IR/ TIVNIN DXN DT DY
NNV N2O D510 INPOIAN INA PO IR/ DIV INA N NN 29 DY DOXMPYN VIV

MIaY ,0°POYIN INA DT NPOYNY IYPA PT D5 MINNN INK NY D52 XONY 1NNN Povn  14.6
NN YR DMINK NN IMOYUM DMINIXIDN OIMOYNN DI MMIND ML INDPVYN NINdI
79 DY D232 21N TAYNY DIMDYNN D) TXayn DY NYN DOV

V> 1T NN MV YT NNAY 95 NYNANT DXTTNN NIMND MIND 2D PNYOD NN Yap» ON  14.7
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LYY DYON ) T2IY NPOYND MYVN D IR PODY DN NT NHIN XIVI MIVPNNN NN NINID
, T2 9OV D DXTTNN P2 NI NN DO 7N, T2y NPOYN DY DONN DININD OIPTN
TITY PPN NPT YT XD NF PIYD MIAPD DRNNA 2AWIN ,NT NIHIN MIAPYA NPOYNN Hva
INI TNYT IR DNT PPN PN, NDTHN NPY D38 3T DY Yyap»Y 19 DO, IWANND DI DINYT
YIMNY WY WD 2WON .NTHN MY X NYTY [ 1PNIY0 2PN IXDPN NTIAYN NN 9D
NN YTNN WINM XD THN 1T NN 2 DY D171 DXAPNN 51 N NN DY IND NN DN
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790N 1T MIAYNNN MXNN NN NP> VI 39510 NNV 1T Y921 DNWP 19002
PTIO NPHYI MAPNNN NINNN DY T OWH DI NN
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NN ,DNPNN PVIVIV, D) NTIAY YIONN ,DITIIY IN OINITN DY OUINR YT 1Y DD ,5950 NHN)
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TIP IR YN OV WDV IX PRYID NUPN YT GO INAN TUN 129D NOPN IN NNVIX PN.3.1.1
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AMNX YNYNND TIP2 IR PRI DY YN )0 MPNONN
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.119 99092 12»0 ONPNR DINMYHOYNIND 300 PN DYPN PN 331
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MYNINN DY 1290 OOV D117 YXIND 13999) PRI WTIND PADN DY 20 DM NNIRN DMIPN1I.3.4
LOMDIN YTNIN DD NN PADN T2 PR ON D) DINN DT NN .NT VIPRD DN GO VI DI DY MPNN
NN NINAY 51535 MMTN DY .PHRYIN NPNIND IVIN 1I0Y YTNID ORNNA PMMT NN 1ITYD M POV
: DYNIN DYV

D211 VPR OW WINPT VY IMYNIND JI9IN WPNRN DY OIS NN .3.4.1
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PN TN PN IN IWIN IWR MOIWNN .3.4.3

PN TN TNV IR VIO HDT IUN YTINN .3.4.4

LNNOVINDT YN DI NPPNN NN WVDIVYY MYDIND ,NDPNN YT NMIN.3.4.5
STNYADR DWPNR NMIYOIN NYIND NNIPNN MW .3.4.6

AYPRD MNP TN, PRYIN YT DY WITOY NN YN DD .3.4.7
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y1v Security Incident 951 ,22w2 NNVLIAN NMYA HY N D5 HY TIVNY YN PADY 1PNNN PADN.3.6
NTAVN XVTY) NPPNN MTIVN ) T DD 7Y MY NPY D91, POYY MNNM 2awn DY PaDH
219y (Common Criteria

:2ONNN POON MY NIPNI

YN NN DYN MYV 72 TIN MY NN DY AN TIWNN IR YYD .3.6.1

TPY2NN DY192 MDD IN NPINIXIVIAN NMANN NMIDDN NN VI YT AN TIVNY PIDY.3.6.2
PADN YT DY YN NI DY DOV TIN,DOWNNWYN DY NNYOVN ,NNIIMVY

APONN XD PYTYY DXDO052 MIYIAN DY 120NND 75 DIVATIN DIYNNIND NN TIVND 799Y.3.6.3
STPONNN S RN MNP VNN 20N TIN, PININ NYHPVNA IMNYD ,NLY IWIIM IPANN 12OV DXOOVID]
NPXN DXH51ON DOWTN DX22V PAD ,NINONN P9 MY NPXNN DY WINND MNIYN 591D ,7P¥aN NN JpnD
YD NON

NNPN NP2 3.7

YT NNN MYIT 552 PION NTNY MTIN DY NPNNPN MNP YNID ORYI D PHRINN.3.7.1

Y TIT2,UNIN DINNA IYNIN 1ON NP .PHRINY DXMIPYN NPOON DY MYNN 9210M NPLIIN
790N YY .920 NN YN NNVIAND 999N MYIITA PIDN NTNY 1PN DY DXMPTI NIMT NYPA
P0TRN T DY ATIVY DINTN MDD DXNNA DXMIPTN MNYTH NN PIAYND

DNNNN DXMIPYIAIN DY NTIAYN IDNNA NYNIAD WYN YTINHN NIIYNA W 2D NIAD PIDNY 935.3.7.2
DINON TN PHRTND M9, FYNININIINTD XD NPODI MMV NI NOIY IN DY DINND NINPOD
NPRAN MIN N

920 NYPNY YYN MAPYL NNPA2 4

IN DXNPYN NPODN DY WaWNN 1250 NOPNY YYN MAPYI NP YN INYI 7P PHOINN.4.1
:PNY DXOMNANN OINYONN TANRD OXNNA PPN OININN

PO0N MTTINNN DY MNP — 'R 5DON 4.1.1

920N NPN DY PION MITTINNN JAIN 22)D VIV INX THON DI WIVTY INWI PN PNINM.4.1.1.1
DXMPYN NPAON DY NYIVNN GO0 NN TIVND NI DY WATIN INN YT DI IN DY 3.1 PyDa NS
MIT0Y DMININD N

7901 YV PMOIYNI N0 MDD IN NPYTA DD YNID PADNN WITNTY INWY I PRTNN.4.1.1.2

2YPY YT DI NNIRI VPR OPP PIN2D 1IN DY INX NOPNN NN TNXD OIXMPYN NN MYVNUNN
PRVIN MYIR RIT INNK DI 955 17aYNT PRI WX NIN T NPYTA TNND PIOD

NYVIND TN DY DOPYD OIPYD NNNA YT PR YD XY ,NNINN DINN DY MNYONNI,POINNIY 935.4.1.1.3
10 WOY YIPNI IN LW YT IITHYIN,PRTIN DY YT IN MOIYNHN NNN NN NPADN NI
VPN DIDVN TYNN,PADN NTIAYY 972D YD NAPY IRV PHRIND 71PN ,DMI1N DIXNPY DY NYawn
AONY 5.1.2 9Py VMO 2 9IDDNI NN TV

VYPRN DY MTTINNNA PRI DY YPO — 2 NO0N 4.1.2

1NO0NY 919521 P TYOIN INYT NPIPYWD DXNNAY PHRYIN NVINND I MNN NY 71VONI MDOY9.4.1.2.1
S5Y MY NNODN YITN XD DNAY,5.1.1.3 PYDa DVNNN DMIPNI LYND ,PIDN YW AN NYNN
.poon

MY DXTMYN DD MYXNNI PY 19IND ,)OND MO MWIN WINAT PIDD YOS PNINM.4.1.2.2
SINAVN OV PN
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.DMIXINN NPIDND IN OIXMIPYN JNND MYIND PADN MIIWYN NP>T1.4.1.2.2.1

PRTHY 1NIMNY DINDDN IN DIPIN NPT 4.1.2.2.2

NVARND VPR OY MTTINNNAYPO 4.1.2.2.3

MPYN NN DY NNYOVN IWINY MOIWNN ,NPNN 1IN NNAX .4.1.2.2.4

9272 PODY NN I PHRID ININY DIINDYDN YW DNV DIVNN NN YINY D¥D7T NPN2.4.1.2.2.5
IOIDNYN DINDD DNNNY DIV

PNINY 2WIN PADNY 933 .PADN NMNNNM DN X NPNANY YT PRI > DY YPDI PR.4.1.2.3
YNNI NN 7D DY WINNY PHY 1T DY D010 DXMPYWA IN NNVIAND NN YNAY MIYY NNNON
PR3N NN

PNIAN TNSD YT YN 95 1IMYID DRYN PRTDND NIYIIT OY INDID 2V79D NYIY GNYd PODN.4.2
YTNRY DA DT YN .OPPNN R NI YIPN D XTND 1N DY IN DNVIARD VPN DY MTTINM

IN MMPY DY Y19 7D NI, 1PHRIND 0XMIPY INNY MWNYND MOIVNN IN PHIND NIDIYNID OIMNMDIN
LDMNN DNVYP XN DD

IN DY NTIAYN 20NN NYNAD WWN NNPXAN MINA 19IND IN YTIN NIAYNA ¥ 1D NIAD PavIv Y55.4.3
VINID J9IN DINON TNND dNOWNNN WIIN DN HMIND M9 I10W DINND NINPYY DNHNNIN DMWY
DMpPran

YR NNVIAN NP NVPN ,PIN MYITA NPRY .5

5297 ,7IKN NPOYIN YIND YD1 .NPVIADIN MYIITN DI TINYD NIIWNN DV PADN DY ,HH35.5.1
DND2 MOLNANN MINKY YN NNVIX MYOIT DI DY NIV NIIWNN ,PIODN NMPNNN AN D
12N DXV NPMINM DIPNN ,NNPNN ,DXPINN DY TN NIDTYN ONITHD

= NPVIBN NN NP (DXNNNN PIN) NPVIN NN PIN MNRNN,NPVIAN NNNY MYIN NPNIN.5.1.1
JNIND PIINNTI ATHIV NPANN VTN NN HYINNT PION

9NN PADY 1YY -TIVNN DY MNVAIND MOIWN MM NP TN .5.1.2

PPY DX NMDT PIN,D2AVNNT PIN PNID) MIAYNINN MOIWND D) DNMNNN PIN YD NMININ.5.1.3
(27191 )N"

ANIDNA NPRIN MPT PIN MYIIT DY NNY YSINNDN NV D NPVIAND PIDN UY.5.1.4

NPOOND NIVIY HNNA B X A 1172 MmnNn Papn mydaT — NPAoR NIVAIY SN0 MYIITI NTNY.6
LTIV Y YapIY 935

PADR NIWAY 5NN DV (NINNM NORY N1 ) B N0 mwaTa 1inyd paon Hy.6.1

mM3a99 ,no9y1na Mavwnn (Third Party Components) 91y moin nndwa T9vnn » 1o 1ayns.6.1.1
ATPMINDY)

AY¥I) N2 -Penetration Test 1125 ,NNVIAN MPYT2 NINNIN TIVNHN YT PaynD.6.1.2

.(Conditional Access - ©01 IP-1n nY230 115) N5 7PN PYN N22202 NOIWNN 91D NWNN.6.1.3
MY92) DWIN DOVANYNI DNIND P TR NIIYNN ONMD MY MWD NN TWINRN NIIYNN.6.1.4
STAWNRN T DY TP 29D IRYINT MNTINN

JON DYDY 0N YT DO, INYNNM NOIWNNND DINN/YTII NNIIN IWINNN ND.6.1.5
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TONNY NMYIN NP WRIN DINONA YD 1270, Log 2¥ap NNXIND 1IN NION O»P) NTNL.6.1.6
NI PYHY INN PPN HY2 IN 27712 920 NP 7752 DIND DN MY RNIIN YTHIN NN NIRNINN
STIVNn

7219230 ,N09NN DY 920N NNN PVN DD NN VIADY PSNY PIDN HY , TIVNN NI DNNNA.6.2
: DONA DXV VN ,M1123099 YD DY NIIWNN NN T21I2 1 YR NN

DY MIATY (NP NV YN - P YN DY YR NIATY) YR NN NNVPLVIIIN.G.2.1

: DONAN

DYONN MIATY (NP NV YN - 2P ,YTININ DY YR NI2IY) YR NN NNVPVLIIIN.G.2.2

: DONAN
PV PIND MYIITI NNYN YN )PON .6.2.3
.METADATA >v2>n m272 ,nyNn1) Ty ,NNNNIA Y170 NN .6.2.4
DTN N MIN .6.2.5

VTR0 DY) MRYIM YDOPIINY XTPNVN NN NTNY .6.2.6
LDOYNID DIMIVIP TN /MM NN .6.2.7

VIR DY MTTINNN 2A5WA Y702 519070 MNIPY NPHY .6.2.8
NNVIANN NDYON 7

91779 ORNNA DOONTN TIVN YAPIY NIVTO NNVIAN NPITND ONNN VNPV NN POD> PaDN.7.1
PANN NDPNN DIVY LPNIAN NDPNNA TIY TYN NI IIN DMNDON

NN NVIANY NIVNI NN P2 ,YTHNN NNVINI TPDN NN NMNIPY NN PNIDIWYNI DY PODN.7.2
: DYNIN DXV, MTIPINN MDXIN

YTNIM MOIWND MPHN 7.2.1

VTN MOIWNN MPNY 7.2.2

.MOIYNN 1IN MY YT PN 7.2.3

,NOIYNN PPYNN INWY DININ PPYNNI D1 NPAINN TN MDIYNI DIRAD NMNIPYN DX OV PIDN.7.3
S PONYT

M 8N — Identification .7.3.1

0 NN— Verification .7.3.2

MM TONN2Y MPYDS NDIN THNNI MNTINN MNIN 257 NN¥N — Authentication.7.3.3
PDVINND

MM ToNNY MPYO NONIN TPHNINI MNTINN MNIN VINON MIWN PYNN — Authorization.7.3.4

JPDOINND

.N59Yn1 2v99 H5Y DORNNA DY) NP — Access control .7.3.5
YN ndn — Reliability .7.3.6

(MaxN) v YN DY N YN Pon/nyno — Confidentiality  .7.3.7
YN Mndv — Data integrity .7.3.8

.Mwn>nn ny»n — Non-repudiation 7.3.9

07,0 Twn — Log, Audit, Monitor .7.3.10

;PN VTN DM PwNN .7.3.11
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.PKI nvnwn 5m 58 PULL-2 mayw API pwnn mysnxa nhay .7.3.11.1

NN .NPANN TN D721 NOIWNN MYPA N12vNY (MEFT) mavs nonwn mysnNa NTay.7.3.11.2
MIANN IO P2 D19 PNRVIN YT HY PAND? WX NP9NN TNY >Ny» IPVPN P 0¥pnd 1m0 718N
NMOLN NNVIN NN IWNPY TUN

TYON 21NN L) DIDWN DMIXIN ,ITY NS0, plug-in 135 /) T TIP2 VIV WOV T8 ININ.7.4
STIVNA 72502 NN TIVNI NPXPIYIN NNLVIAN DINN YV YRIN

MNOVA NMOTIYNN (Linux X Windows) ©XNIWD NISTY NYYSN MOIYNI wHNWnD 2»NnN pavn.7.5
, TIOYAN NIIVN NITY NPITNY NPIY DIXOV MIPNN NPT DY PI0N .INN DM TYN NNVIAND
STIVNN NYMNIND DORNNA

ND NNN .8

Tenant) ©INKX NMMP DY PYN MDX20N TIVNN DY PYN N0 DY NOND NTI90 YN Pavn Hy.8.1
(199

STAVNRN YT DORNNA INYPY PODN YIYPY 8.2

PYNN P INDN NTION - D ,DOPWNN NTION IWIRNN .0MIDITIN P NN PPWNN.8.3

.DNXY DN OPYNN P NN PYNN PIAY DOWNNYNN

GOIVY PTOD JDIND WM YN NNVIN INITY NOYIN MW MNITY : DMVIIP MIDIN MNITY MIX*1.8.4
INL,NIYIIN N2INNY D5 NOIWNN NIAY NNVIND INITY NIIWNN NN ITY PADN . TIWNN 1PN NN
.DMPN 2NN NPV YNIMY

N29YNN 255919 993 HY KXIN NV MPY PID? PION .8.5

VTN NNINGD IR AN IV NIIWNN DY PON 552 MVYPA 21237 NYIND 1NINN NHYIN IWINN NIIYNM.8.6
PRYIN NMND DRNNA YR 1IN MINTNN YINI INND DINNN NPXNN YN¥IN NOIWNN.8.7

TN 9NN YTNRN NNVAN DN 197 199D VNV Y95 YTHPN NNVIN NMIYIT Y2 TIYN NOIYNN.8.8
DNNNA TIVNN NPNIND DRNNA DONNPN TIP MIPOI JOIN MPTH MPIT2 91D PNINDN DVINTN
5915 ,19%) DY T JN2 DOV YR NNVLAX MIXID DD DYP YNNI PODN DY .5.1.5 PYDa PND NNINY
YW DD DMPIYN 593 PPN YTIIN NNVAX MNPN DI NIIWNNN NIDN

SSDLC (Secure — NLINND MNAD DIINN NPNITINNDI AW 2OV HI21 MNdAN TONN *D WIT.8.9
YNID 2ONNN POON TD TINA . TIWNN NPMNINDY NN Y1 Software Development Lifecycle)
TIVND YT DY YRIN IWINY NT 19IN) NOVDIND MM NIDNNY NIV NN 1YV MMM SNNNY
(5L TN

o 02y2 Ypn Best Practice » Sy nwpy noynn Hv (services) DXN1YWN NOYONN MOIvN.8.10
DIV DO [ TIWNN Yo 9y

GOIVY PTO 1DIND WSIN YN NNVINR INITY NDYIN MIIYN MNITY : DMOVIIP NN MNDTY.8.11
IN,NYOIN N2INNY D9 NN NAY NNVIND MNITY NONY PODN .TIVNI 92902 NN TIVND NN
NOYNN 223590 NHNR NITY DY MIPN o1

NYITI DORNNA DIPND IRNDOY MY 7 YN /7 MPID D3 DY TIWNN NX YTHY IPNNN PaDN.8.12
STvnn

02-6664666 :j1970 9073523 n'7win' ,n'7wnna Nty ,1 17 Ixam ainn

123 TImn 112 Tiny



miN7n 7010 VN LI
wibgll Jlunall plsi m MW MNLUNN NYNY Y0090 NPOONY 172025 99017 31299 9991

Israel National Digital Agency NN SO T NAY (179931) 597151 NINY

(Authentication) NN .9

AN OTIND MDINI NN ,NMTY MY, APL,nbyann noyn - 115 ,n59yHna1 1957 95.9.1

,NIDYON NIYN , 01N DI - T HY D ,NOIYNI M9 MINNDIDN NONN 19IN NN INND Pa0N HY.9.2
NN NIIYNI VINY MUY ROV DI NNT DWW IN DO

2N YPWNNY MH2NNNN NYA (SSO) wnnwNn SY NTINK MNTIN N212%/2 wHnnm THNNN NdIWNN.9.3
UNNYNM

DININ DNINVNN DY NYIP D190 TUN ,NINNDDID NN NONN NDID/A WRNM TINNN NOWYNN.9.4

S TIVNN DY MINXNDDON NPPTN 97y

AN IR NN X DY NNDI0 TN NYIAP : NNDD TN .9.4.1

.DYTNYN DINDI M ,MTH NNLP NPMIN DD9IDN DMNINT YINOYW NOIN : NNDD MADONNI.9.4.2
(07> X) 1HDI0N NAYNNA WHNWNN 1IN MINNIY DT NOPN NYIAP : NNDID 99IN.9.4.3

NNRD MNXNDD X MNSY HY MNXNDD NMNVDIN NYIP : NINNDIO NOPNVDN.9.4.4

NOIYN YINY MY : MIRNDO/NMNT DINMY N30 NN DI NTIAYA TINNN NOIWNN.9.4.5
.Active-Directory

TN PO pond MFA 79002 nonn Py ns w .SAML 59101792 Tinnn noynn.9.4.6
NLINND NNV NPMIND DNNND DIINTN MXRNDD THINPI-TN TPIXPND NMIYNNIN 1INY» MNNDYD.9.4.7
.NDY0N DY NN NNV IWAND ND . TIWNI

DOMPN JY MYTINN NYAP 11 HHD2) — DXHYID MINTIN NNPD) NY)IN) NP NDID TINNN NIIWNN.9.5
NN PTHND 7PN 1N TYUND , D01 MNTIN NNPD 19010 INNRD DVNRNWN NDOYN - D7D 9910
JPONININDT NI IN/ NDIWIY ONIN DINNNN DIVNIN

D wonwn owa X)) API Keys (Token)-2 wyw nwyn noynin APL 5m mnTina.9.6

.CLEAR TEXT -5y mv> X2 197,01v» 01va HARD CODED -5 y9mv» X9 MINNDY0 — 2810 552.9.7
oY) TNXN 29 DY TIWNA N»Pn SSO NoNd Mpwnnnm MFA | 2 12 nn 0»pnn 51120 N1°102.9.8
STIVNN NN D

(Authorization & Permissions) mNwIN N9INY 9112 .10

19Y NOYN NI, NPPIYAN ,NoYoNN MOIyNa Shared Credential -2 winw MOIN HN.10.1

TN — 9995, NN 1710 (Roles Segregations) 70> 1pan NTI9N72 THMNN NOIYNN.10.2
LDONY DNMIN 122 199 PNIND

91773 NOIYND MPWHNNNNA TN NIIYNI NN2IIN MNRWIND DI NN NN INNY PO0N HY.10.3
Active-Directory & LDAP m212 nynsn nym

STPPAN 930 NOPN MNWIND DT NOIYNA Roles -n 995 NN INND po0N Hy.10.4

.RBAC (Role-Base Access Control) -2 7ynn noynn .10.5

: DYNIN NINIPYD TN TURN TIID MINYIN PN PINNN NOwWwNN - .10.6

DYPNY PN TN DY) IWAND ¥ NOIYN 2357 HI2) NN I3 : NIONNDI1NN INYINND NIPY.10.6.1
NN OTIPOM YPPON NN YN N7Y YNNIV D35, DOWNIN DN

,DY82P) DANRYNIY NYID D910 DIWHNWN 1IN DXNY ¥ : NOIYNN YARWNY NWNN NY2XN.10.6.2
YN0 DY ON M (191, registry keys ,nypon

,NVN DY MW TNND DMNMN DYDY NYWNA : DMNIMN DDA WHNNWYN NIAY NPONDIOND MNYIN.10.6.3
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ATV 995 NYPONMDIIN X 7292 Store Procedure -H 10 MINYINY RTINS TNX ¥, 001N NITY) DYDY
AD -2 mxap 7 ownnwn Yy DDINNA MRYIN NP TNNN NOIYNN.10.6.4

Data & Information - y 711 11

MDY ORNNA YTNY WD TNKY MYITIN NNNN NN NITHINY 17259 NTINNA THHNN NOIYNN.11.1
BVagjaly)

:(Data at Rest) nnwna ymn 1.2

:(Data In Motion) nywna ymn 113

MO, NNV MIASNA MDN NOD I1NNY YNN NN MAXII NN 2P NYIA 92NN Y 1P1Rn Do.11.4
.MANND 01PN DN DINNY Base 64, XOR > 9nay .noym TLS1.2
JPNVAN NN 19810 NN 2PN, MNXNDIO) YHNYN MNY 5NN ¥y .11.5

MyINM (1PN I¥3P) DXNY |,V 12

NowNY oX (SIEM) Doy171R 5117 15919 NOWIN GUR PNINVLAN NNIYIA NDWI DI TYNN NOIYNN.12.1
NPI9NY M1DIN 19INI NIIWNN 7Y Y8 (1) ID [, )yw) 025N P00 ,0MY DX

DN MDOYON IWN 0223597 DN PTHND ,DNRYINY DRNNA ,NIIWNN YOMINY IWONN NOIYNN.12.2
2NN NP NN NP TINN

Syslog 15 09Y1p»n V1TV orNNA SIEM -5 001D n7ayn NDID IWANN NOIYNN.12.3

, DMV 02N DDA ,7ISPIYIN - MY, NN DY NVNIN M HID NN INND POON HY.12.4
(DB, Services, Connections, Queries, Security Violations) y 71 NNVAX N9 ,MNINY DNYP
NOIWNN SY NNVIANRD TV 2DPWD DN NIIYNI DMNIWNN DININ 595 NN INNDY VI POON DY
.(Success— IMONNIY NIV H95)

User Agent ,nY¥9N7N NOIYN NO ,NNINN N : NI, N0 YT DR P PYYNDY IWARN NIIWNN.12.5
279

SV NPYTHN NITHIND ORNNL POX DY) IN ITIDN 1D N2IP2 NPV DI TN IWINN NOIWNN.12.6
BamR)Y)aly)

NPT AWINN NN ; THPYIIN XD (NN INY ,1MAN) Y 290 DNINNI PN NOIYNI NON I8AP.12.7
JPYUNN KD DY

MYNONN NYN) DYV INKRD GONIY Y702 MDY VNN IWIRT XD .12.8

(MPXTNP) MNRNDM 2D NV NITINT VNN NN PADN NDNY VNN NIONN AVWN PHND.12.9
MO YN MW .MTIVN MY NN NIIRD NVPN MIXAT YITIN IV TN VNI MYITIN
DNRNNY X2 NV IPNN YN DPRMN D¥I0NY MYINN 519 Nonn .Big Data-y SIEM »xin
STIVNA 12)ON NN TIWD MWATD

1NMY YANT APYN TNND ,YIAPINY NPIVNIS NNPND MDY 5 DY NVDIN YN MNNHYN NIIWNN.12.10
20U MYN
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mMPTN MP>T2, TP MPo 13

¥ MADN MPITA0 NIIWNN 22237 DI NX THRYN NIIWNN MY ¥¥IaY PT n7yT PN Y8 Paon.13.1
92y NMAY TP M2y NN ,(Code Review ) Tip 90 (Penetration Tests) y01n/mdTn - ¥ 0 NNVIN
STIVNT INND WS K9 MPrTAN . TIVNN DY YN NNVIAN INN YT DY, TIVNN

TAIWNN YT DY YAPOY 29D TYINA IYNIAN TIVNN DY YNNI NNVIN NN 7Y TIWNI MP>T7an 13.1.1
1M NMDAD YNIND NPITAN INYLVN M INA TIVNN 1) N2 NN 7171 PNNRD NOIYNN NMDY NRIPY
.PADN MY A0NMY NPT NYY MIPITAN MNNIN . TIVIN NYIP Y9 DY, NINK IN/A NN OTP /

992 NPANN TN NPAIVM MOIWN NN PITID ,MIYPNNN NOPN TONNIA NY D2 ONWY TIvnn. 13.1.2
YPTIN ,MPTM YN NNLAN YPTIN , 0N MP>T1a,Code Review 182 m27Y 11030 XdOw 777
MPYTA WINA DY NI NI I INA TIVNY YD PADN .WITID DIPTIN DN KNI OWINAI

12 192YPY NYMIND DRNN) OMNPID/DIRINNN DI DIVY IPNNN PIDN — MPITIN INNNN DI1V.13.2
SPNNY POY MYOIN NYAP TNND WIATIN DI 1PN Tavnn 1 by

5575, 79NN NN YTHRN NNVIAN YHNIA 19 YTHIN NNVIX YY NNINN MYIIT D52 TiNyn NOIYNN.13.3
T 172 HOVDY YN NNVLAN NINID DD OPP YND PADN DY .OMNNPN TIP PO JOIN MPTH M1
DIV D5 0MPYON DD NPIM YTIIN NNVIANX MIPN DI NIIWNNN NIDN K915 1197 DY

: DYT2IY NN .14

NN IN VPNIN NPDY ORNNA,PHRVIN VAP NPNIN 7Y WX PADN T2V PHVIA MPrTa.14.1
[(DMWN P M) GUNINY DXTNY PON NN NPD

PNRYAN VAP 51 DN PNVIIN JINI 7Y YSIAT NNVIIAN MP>TA D11 N1D>.14.2

NWINRD NYIT D .PNIND VAP NPMIN TR DTN IWAIRN INN NI 1INV NPD \ION.14.3
PN VAP YW INPNAD 92NN IWON

PO NNVIN SYNNN .15

TN ONNN 15.1

PN OT DY YNIN IWIN ONNNN 37907 XIWI MITIAYD 17NN ONNNKD 1T NPINN TN : NI THN.15.1.1
STVNN

97NN MNNNI .OPIIIAN NPDY ONIND 1INV NP YHYI DX TYY PN TR 9NN ONNNIA NTHAY..15.1.2
.DOYNNN DYTIVN YT VTP

STIWNN DY 1IRY MAD) MTIAY NI 17NN DNNNA D NYNIN PR PO 01 WNH.15.1.3

(D¥PY NIMDN RIY) N0 DN NMLX NYT YA ,(Open space XY) IO TN 7P ITINNN ONNNN.15.1.4
NN NINDN OYNNIN DI IN NN IIND ONNNIA NMINDNN D .15.1.5

21999 PINN 9P MINNN MOXLD DT NPNY TN NYT HY 15.1.6

952 PHRINN NIY NPANN TONNA NPOIVN NTIAY NYSINNDVY AT DD NIND 1NV ONNNN N5T.15.1.7
D>PYTA DPRY DXT2IY D NYIN PR ,PID 0N WHY .NTIAYN 1TNI T DY I MNP PRV DT

YWWNNNI DIWI P PRVIN DY DPNONN DININD YNNIV YIT 92 97NN DNNNIA ITIY NINVII
(16.2 PYD NNRI) LPNIAY YTIVON PIOIN

YT IMN DIYNNINI NP NIV, DD ,09) 319N NIV NN SYNNN.15.2

PNY 399010 KIVI VPNMIAD NPTV NI VY NIDIN IN MYP Y8N 93 IN DOV ,00) MIPMIN.15.2.1
:(PRTHN 7Y 7V IWINY DIINDID NNV 9N MY JIWIN TUN 1IN OYNNIN) NI VIMN
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5 PA)) 15.2.1.1
Y NOY — NP IN NP 250 15.2.1.1.1
()P 250 -0 NN 15.2.1.1.2

(D125 MY XHY) D372 )12 MYNNN NV PPY IN NN M9 NOYA Pvn.15.2.1.1.3
V2 /NANAY N7D 15 5W PmIYD ©YAPNN D)IAN NITHD .15.2.1.1.4

NADIN 9N 15.2.1.2

:NODON NOT 15.2.1.2.1

210 3 - DM”NTP NONH MMY 2 15.2.1.2.1.1

27 2 55399 NONN MY J15.2.1.2.1.2

.DYPXN NIDN MYNNNI NIDIN NOT NN NN 71 NI ND.15.2.1.2.1.3
:NADON NYT LYNY NIDON NNAT YD 15.2.1.2.2

277 3 —ONN NONN N J15.2.1.2.2.1

277 3 - 999 NONN MY 15.2.1.2.2.2

D7D 3 UK PON IDIN NIADY : NNST NI NNST NN .15.2.1.2.2.3
(W) 15.2.1.3

.DX9YPN DN NODON NIT NIOW .15.2.1.3.1

.DYNPI20 NI NN HYY /NN TUN NN YTN NWN NPIWY) 3935 1T NADI IWIN 1 19998.15.2.1.3.2
;DN OXNI2 15.2.1.3.3

TR 99 173 20 Y0P ,DNIRDT DXNYIA NYIIN) DINPIY NY2IN.15.2.1.3.3.1
2N MING DI PA NNV NXNN DIXPID NDM 15.2.1.3.3.2

1252 NODON NOT NMYSNNI LOIN ONMIAN NN .15.2.1.3.3.3

N2YN VI NMINNNA PRI MY IWINNY NIDIA TN PHINY VPN IMIN HI.15.2.2

NI NDIIN) NONNM OYNNINI VINOWY APYN NYIV HYW QLY 5117 DY IXINK XM )PINVIAN YINI.15.2.3
ANININ NOYP Y81 DI IN DDV DY

IIN IN MYP Y8 D IN DIDOVID NN NDIIN YAT TADN 1A D32 ) 7P PNINN OYSNN.15.2.4
JIWINY VITHIN YR ND0WIN INNNA DI WIDIY NWYN SYSNND NI .ONDND I TINY

: DYPANNI DN PHRINT DY NONXOYINN NP MMV, 0307075 ,09) 110N Widdw) NoaTN.15.3
T LPMININTI OIPANN ONM PHRTNN DY PNONN SYNNN NP MNIYI 000707 ,00) »ImIN.15.3.1
JONON MYP YN

20219970 MY IWIRY ITINNN DNNNA P TN YNIND N0 DN MN0N MYP YN NUSTN.15.3.2
TOTIYHN NADI) IMNDNN NOWPN YTNIN NDWY DX2MNN LPIN DX TV PNVIAN INI.15.3.3
VT2 VINOY YNINND ROV DT DI (DP9 NIVINY

MMNONN NPYPN YTHRN D INN APYN NHDIYI MIXAD DIDIND VPN DITIIVN PNVLIIN JIN).15.3.4
.NADI2 JONMND TUN) DMWY NNNN

YYD 2NN PNIONT IN PHINT 7Y YRIND NIYIN TYUN NN YSINN IMNDN NOYP Y10 NO»MN.15.3.5
.DIN4 nnan 555 M NOINN JPN NI DO PHRINN

20221790 DD I IX PRTNN VAP 1N RPN MMYIN YD .15.3.6

:DPYIN NN 154
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NYNPYTINONY MNDN D30 D901 IWN NPYIN NN JPMIN NODIY 1TINNN ONNNN TiN2.15.4.1
DY MMNMPNRN NYIND
ANPD TV VPN NDPNND TYN YN TPDY TP NN DY PXI WP NHPNY NWIT N1aNN.15.4.2

;91951 MDYV NYINN NOIWN .15.4.2.1
TINNN NN NN D35 NN .15.4.2.2
.7IPAN MY NN NI NNN 15.4.2.3
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