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LDMIMNIN

s MINAN NPNIND 29 DY DY PADN ,2P¥0 MINRND NPHOIN MY YDan .1.3.3

NIVYNI 9210 NN YN NNVIAX NTN DY YTNN NNVIAN NPMN .1.3.3.1
ONW

920N NN YN NNVIAN NTNH HY NINLIIND NIDIYH NN NP .1.3.3.2
ONW NYvwNa

.Secured Development Lifecycle — SDL »2%nn .1.3.3.3
212390 OWASP 11X S¥ nL2INND MNP MNPy .1.3.3.4
.92»02 NNNN MY DY NNNN NN MYAITANDNRY .1.3.3.5

- TPNDNOL VLIAVN NIV AYVHY) NPVION NN MWD MIVMIT NNRY .1.3.3.6
(V"M

: DN TIHNM PN DVNONN DNPNN MYIITA TNIYN NOWNN .1.3.4

. PCI-DSS Level 1 v3.2 'X9¥X >©070 N»YyN1 00 NNVAN jpn .1.3.4.1
95 IN VWY DIVID DIV DY NPT YNNI 12 MYN DO PAD 0N WD
DX3¥IN DY NMNN DY INNRNM JPNN NIDNX YD NXINY NP TONN
DMNINM DOYIND

ISO 27001 0 NNLAN PN .1.3.4.2

ISO 27032 92»© nNLVIAX NPMIN .1.3.4.3

ISO 27017 yya ©nM NNVAX PN .1.3.4.4

ISO 27018 yya nYVIY NNLAN JPN .1.3.4.5
M N3 NNVaAN.1.4

DYV DIV NIVYNI NI NPMN DI DY 1IITHIV NN NNVLIARD PVIN .1.4.1
227200 IR/ DNVIAR NPYNN

NPN NIIYNN Y239V NYDI02 NTIAY NNIND YITI : NIIYNN 22257 NN OPVIN .1.4.2
NN TIVND NPNINA ITHYN MDD NPTV NPIRIVIN IR/ NPD NPNVN DY
NIV NILYNA 120N NN YT NNVIX NTN) 121D

N9 NNN.L.5

3) M5V WIDWO NrON NTI90 oY Front/Back nsn wnnm jpmn noaynn .1.5.1
NI 2123 2907 AT DN DM TON ,NOPOYN Npd>NoN Naow ,nnsn - ( Tier
NOYNN DY HNNRDY TN TI9)2 MY

Y8107 QYN NNINN AYIIN NNIHN




YN 12 WO XYW 13372023 Y451

61 YN 54 TNy

(10 79519 9 11ay) X’ NOD)

INDN NTI9N NI ,DOPWNN NTION IWIRNN .OMINTIN P NIIWNN OPYNN
YSINN DN DNRSY NN OPWNN PAY,0ININ PYNN PAD DIVNNWNN PYNN Pa
PSVIMO-TIPIN D9, NNDN MNYI NTION

NIVYN 9139 HY INYPY NIIYNN YW (Services) DXNPYN NOYINN MIIVN
ONN PADY 1YY HNNN — IR

WXIAN YR NNVIAN ONITYI NOYIN MIIWVN ONITY : D1VIIP NINN MNDTY VNI
NNM YN NNVIAX 7719 : PNY) HRIYW NTOWN 1PN YITHIY QLIVY PTO 19INA
NYINNY YD NN DAY NNVIAND MNDTY NN PADN .(1MIYLNI D IN 12PN
DMOTY NTIN YINOAD TINNN NIIWNN .DPPN 2D NDY YSIAMW IN ,NIYIIN

.(Offline) VITVINY PY> NN ROV

V)M NN TIVNID NN TNXD NIIWNN YNNIV DY V) MIDN PPN’ PADN
INIY NIVYN DY

TNNN 297 NYD NYN NNNWNN NIIWNN SNV DY NN NN PPN’ PION
Application -nnT9) »71H2 920N NHM YN NNVIAX NTH NMYITO DNXNN
019y nonNN ny EDR Control

1AW NOIWNN DY PON 532 MYPA 12> NYIND 1NN NOYAN TWARN NIIWNHN
VTN NPIND IN I

NNVIAX AN MYNNNI NIIYNN 22337 HHI5 1OIN MP>TA TIP IPO YN PION
PO MPYT2 NN PADN .MV DYI MINAY ,NT DINN NIYIND) NNHNNT Y0
INIY NIVWN DX NYIITY ONNNA DT DY YW OIN MPIT) TP

ONAY NYVYWN DY 92200 NN YN NNVIAN Y TIY I2YY YT

MNTH MYITY ONNNA IRDW MY 7 IWIIN 7 MPY9 93 1PN 2NN0 Poon
SN NIOWN SV 12901 NN YTHN DNLIAN

.1.5.2

.1.5.3

.1.5.4

.1.5.5

.1.5.6

.1.5.7

.1.5.8

.1.5.9

.1.5.10

— NVAINY MMAD OINN NPNITINGA A DY D52 MINAN TONN M WIT .1.5.11

.(Secure Software Development Lifecycle) SSDLC

MINNND ORNNA M2 NIWNN DY NPHRN TIP DY MY NINTY PO Dy .1.5.12

ONAY DYVYWN PN T DY Y YY

VI T INYON M IR PADN YT DY MDIN MITYY A TN NN MPNNA PN .1.5.13

39901 700N VNN NN TN PODN NPINKN

(" N9DI) NPADNN NIYIY NNLIAN NADI DY DINND PNNN PADN .1.5.14
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PINYIPI NNIVYPH HNVAN.1.6

NON ,NONN PADN YW NMIMPON AN NTINN MNN HNIY NIVVN DY NOWWNN .1.6.1
NIVYN HY 120N NN YN NNVIAN 7157 7Y AN NINN IVIN? DN
DN

PODN YN NOIWNN IN MHNIVYN NV TINN 7PNN DOWNNWNN DY MY .1.6.2
ITHIVY NMINYIN D02 DY) YR NNYPNN THN NIONN MY NNVIIND NN
TIYN TNND YATIN YTINID P MDD NIIWNN DM 7y

PN NPNY ONX OMINK DX22/NNNNY PADY PININI MY TWAINN KD .1.6.3
NIVYN INNXD NI WIND TIVX PIDN NYPN DY NIPNA .HNIW NIVYNH
IR

NON /93 1P NMIYSNNA 7PNN HXIY NIVYNI PAD PODN NOIWNI PA NYNIWVIPN .1.6.4
DINIY NIVYN DY 210N NN YN NNVIAN 7719777y NINK IWINY ON

,AES 256bit JPSEC 1132 D»INDN NN 217101192 TSN MINN NNAYNN DD .1.6.5
.N9YNY 2048 NNON ST

MO Y .NIDPD-N DIDN NNNN DY DOIANN (near real time) NN I NNWPN .1.6.6
NIVYN NYI DR/ND VSN NIIYNRD DIDIDV/DIRIPN HHIN 11 RYP ROD D010
XML 0192 P IR

ND XSD VNN NDPIDN TV NI NNON DAP? WINPT NIIWNL DN ND DD .1.6.7
. 320N YY URIN DIND KHY DYIDND NHAYN IWOINTD

MIIPO-X PIND DY DOINN NI2VN ,OMNIND P2 DINIP NIAYN NYIT NN .1.6.8
.MFT n»N2150) Waterfall )T

MO MOIYN MYNNNI NIIYNT IV MIVANI,PADN TN TN NOWNN DY .1.6.9
VN 9521 ©NIWY NINNI) AV ,DDOS IDS ,SIEM-SOC ,FW IDS ,WAF ,IPS,DBFW
ND PADN NWID NN D) DOV TI,MADIM NRNN NYIN NPT L(NDYINN
INRIY NIVYN MOIWN DY ONYWID TITA VIUN

DAY NPIN 1YY PODN NV DXHYINN NNVIANN PYNNND YD .1.6.10
AN AN POON NIIWND DOWNNYNN P2 NNVPNN D .1.6.11

DOVYITI DMNID NYNIN,NIOVWNN MDIWNN DIN NPY NNVYPN YSINN KD .1.6.12
MYNNNI NVIIND JPIN NPIDON POD TIVN DDA DY YNIAN
(09091) NPYHON PO HIN NPIPIIV/MNIINRY

12N N NNYY XDV TD DOWNNWNN 1DTITI NNVIIND NPNNTIND DWPN .1.6.13
(MY 3 DN DT DY time bomb) AT TNIND DOVNNVM)
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DYRY DN, NIIWNNN YT NPT NYNIND DIYNNIN DYINN PPN NONN .1.7.1
SPPNDTI VI8N Y IOND DIYNINN DIYNNIND IONIY NIVYN T DY DOVUNN

.DLP %1 .1.7.1.1
NOIWN/MTPYI MYMIN NNP NINNY DXNIVIA NOYONN NIIWN NNYPN .1.7.1.2

MOIYNA NNHND MYNYNN N8P MTHYa USB-1 110 nwd ny»dn .1.7.1.3
ONN

NYNN 2T HY MYIND (N d8AP) BINY ,NV%.1.8
. YOIT Y9 HY HNAY NTVWN 1N NYNIY DN Y OINYN .1.8.1

9117 199179 NSWINDY NINNVLIAN NNIVIA NTINND NPNY NIAMN NI D .1.8.2
SNV nYvwn Sv (SIEM) ooy

02991 ONN PTHIND , DNRYIND DRNN,NOIWNN YMINY IWONN NOHNN .1.8.3
DN 8P NN HINAPA TN DN MDY TUN

MO ©°Y21PN DXV OXNNA SIEM -5 ©o)5 nHayn noYdd AWaNn noaynn .1.8.4
.Syslog

/ TINY N9 WIDW9 TWN I Y DOWHNNWRNN MYIND NP TWONN NIV .1.8.5
J2avwNa ppn

NI (NN ,IW,198) NYI) M9N DINN 1P NN (NID) NPNNHONap .1.8.6
D2 HY IWIIN MDIWNT . TPYNNI XD DY) MNTD MIVIND 1IN, HOYNND
6 9V NMPNY 1INY DMDN NNV MINYIND MDD XNNN YIDIW/NY)
NS OXWTIN

MWYN5NN NYN) DYV INKRD QORMY Y102 NY VIND TWIRT KD .1.8.7

MNIPYN M9 HYOWIR YDHRY XTNDIININN NPNY POON DY — MNMIYI NNLVIN .1.8.8
. DWYNN AN D) 19D DT DD N9 GUN» XY NOIWNN

DMV HY NPYNNY PONK DY 9TI0DNY MM TONN DY Noynn by .1.8.9

NYNANND MYON Yy XN Audit ¥yN¥a9 DIWATI NINYH MDIWNN 2575995 .1.8.10
.02OPYaNY MINVN) DA

MYN NPRYNN DY 5NN MNRYIN DY 12w 5 Tynd v .1.8.11
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0N DIV NPNYI DIVNNYN ,MNNT DIN.1.9

DN 122) NPYYD NPIPIIV WINA TNND NNPYIN NYITI DN MHAN SY OINNA .1.9.1
SV DMYINRN DMPVI 1D XD DIVIIN MNNIY XTIV PIDN (KD DN P2 NPOIV
DV DN TON YNNI DMIVIVI DIPN YNNI NIV HNIY NIVYNI DIIVIVY
ANIND OUWNNYN

NND PN ,HIT 0 9010 NOT DMYIN DIV NHYY VIMN NOINR DN .1.9.2
2120 MR NMIY VI 55 N POLICE.GOV.IL DOMAIN -n »™M70poN INX)T
.DMVIYN NDIVIIND WNHNYN NN THYD

VIDVN ,PODN MNIPYY YININD OWNNWN DY DTRIN DIV DPPNM NN .1.9.3
NPINNL .OMNIVYN DNNND DY YHNYNN DIV NAIN XDD YY) PN 9NN
DOMAIN -5 no>»vnn n2ins DY 1Y) XD DUWNNUYHNIY XTHY PaDn
NN YNRN NNVIAX 77N NN YT 11 89N 0ond , POLICE.GOV.IL
91 ANNRDY PNIND INNN NOYY AT HNIY NIVYNI 121N

INIYI NILWN MIVIY DY MMPD DY DMYWN DMVION NNV DY NN DN .1.9.4
DMNNO DY 719 MN2VN 51172 ,CRM micayn nnxnT,ipaon Yw nnbin moayna
LDPMIN DNV

NN D5 723D 37X I9IND DPIRNNDY IND INN XY 22D MNNND MVYD w1 .1.9.5
ST INOYN )2, NN, PPN ,MAT,. 3.0 ,. XD MY SNI0WN NT JIND)

NPXN IV NYNN 0N NINDM D127Y MYNNNA YXIAN OMINI NN MANN .1.9.6
.NIVYNN VNNV MTIN O)NNO

,PO0N MOIYNI (NPYOON PAD) DV NI MNJIIV NNV NYITH NN .1.9.7
19INY NN M9 79) PCI »Ipnd oXNNA 9N 19IND 119> DINMIN
.(198m

DNYPIN MXNDDIO NPTH DOVWNNWYNRN DY 2PVaND wIT) .1.9.8

Y190 NNVAN PR MEIDNNY DN IN/) Y719 NNVAN IR NIvN.1.10

,MVYA DYS MNSY NOIWNN HY MOVIV Y0 NNVIAX NP Y8 NONN 790N .1.10.1
YTNRN NNVANX MYIITIINTNY XNTHD 1N DY 11071555 Dy

YPTN VN, NNPIAN NI DY 1D1NIN MIND) 1NN P2 I1DDD MOV MIpan .1.10.2
J(Integrity) DN MPNN NPITA VTN NNVIAN 11D PO ,01NNPN NPTN
NNLIAN MNP INTNIY NN NPVIND YTII NYITIN NINK MNY NIPA Y
NORN/YINNN NTHRY NNVIAND NYD NYN DRIY NIVYN 7Y WD TUNR YN
PIMIMNNNA
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S¥1 DNV NILYNI NPYNIND NN 2D NIIWND NPTN MPIT2 YN NOND .1.10.3
NYIN NNV MY ,NIDN NADNT/DMINY NHPNTY 0PI XMINN MY DD
ST AMYPN/NVNN 02259 NADIN ,NINRN DY

YTHY VY T NPTN OPTAN ,DOID0N PO, MNP, MIPAN ONSNN 95 .1.10.4
NI MILWYN YW 12101 NN YN NNVIN

NYOIT Y90 YN NNVAN MP T2 MIPA YNIY NN 2PNNY 920 NN qoNa .1.10.5
IN,DWIPRD NMITYN ,NOWN NITY , DMV DIPN NIND DN P2 ,IXIY NIVWN
.DNWYD DINK TNS IN NDD HYA

YXINN DINN NXY,DMPTN ,YINN MIPAN 9PN DX INYNND IND W8N .1.10.6
(1.10) MY PYDA MOLNANN MYITA TIVY TWNY ,MYITIN MIPAN NN Y829

79 9y 1991 ,00Y0N M IN 120N NN YTHRN DNVIX NTH HNIY NOWH .1.10.7
.D9785 DXNNA YN NNLIAX MNP NYY NYN D»PY BNVINN

399 1IPIN YON YNRN NNVIANX MNPI22) NP IR YN OMNPYON NN .1.10.8
219119 9 TNHIN VNN

NP 939 DIPOY O 4 TIN BYW YT J9INT IR — DPYIP OMNPOY NN .1.10.9

DYPOY 2D 20 TIN WD - NPVIIP MDYN DPRY O1PMNN 0PN .1.10.10
DIWAND DTPNAIMNMOYM

995 DPOY M 60 TIN VPN - DOV DN DOPMNN DPNY DMPOY NN .1.10.11
NN

Y2 9N TIIX YT TYNI TINY DNPIN 2D NN T DY 97210 IWNR DN N .1.10.12
SV 920N NNN YR NNVIN NTN BY GNIYNI NYY  NPDLPMIIN MDD)
JPXNY VD20 NOMYN NVINN YAPNN ,INRIY> NIVYN

YN NNVIN O IN NN NI NN HY NUIX INYIND 918 W8P .1.10.13
S YN NNVIAN PO NADNN NMWN ToNN Y81 WX (CISSP/CISM) 1nom
1% 39902 MYIN MYIITN DY MY NMIX RN ,VINNN DY NNROPN NN

NPYD DD DY HNIYW NIOVWN NI TN IDINA WINNDY NNTY 2>NNN POON .1.10.14
- YN NNVIAN NXIY IR NPT TYN IR YN NNVIAX NN N/ INNVIAN
NI PNND 191 NOIWYNN NN JN2 NNV IN/Y NIV NDINND IN NPMPN
NIOM NPION DY XON NPIND TY ,NMIYNAY NIPON IN, MM NNNSN
Mynan
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IN/Y VPR ST PNIND MY NN NN PIDN, DOYD MINNIN YINY 02N .1.10.15
19PN Nay,SLA -0 n5ava 9790 193 P39 NNDNI VPR MSIONND OPN
INLYTN NNVIN NINIY NN DY NIPN ,WPRND NITHIND OXNNDY ,NPVIP
YT NNVIAN OIPPN DN DN

NIVWYN PN MDNY PADN DY ,POON NPNYNI IN/ NYIL VPR DV NIPN1 .1.10.16
YOIN DY NON MPTY DOVNON DINAPN MY ,20)209 90N D) Y10 DI DN
.NVYI2 DMLYOINN

VININN abwa v9N aN.1.11
. I TYIN INNRD PADN 21 ITH OIMPYN DY VNN ON .1.11.1

YYD PAY PO IRIY NIVWN AN DY NPVINDN MY DR PO .1.11.2
T DI TRV MNDNOV AN H91D) NIIYNN DY VNN AN INIY NIVYN
(ONY MILWNI 121N NN YT NNVIN

AIPPND MWD DAY IN AN NN YN INIY NIVWHD DYV ONINPH NN .1.11.3
NIVYH NYIRD VNN IPONN NN PAYN DIYITIN DMNPINN NN YN PADN
910 NYOIND TY ORI

NOYYNN NYAPA YTIN NNVANX MPITa.1.12

Y7259 112V PADN DYV 9N 7Y IWKIDY NMPITAY G0N TNSN NP .1.12.1
NNVIANR MPYTAY NIIWNN 12357 YD IR TRY> POON I2DN NHNM YT NNVIN
»1 Yy (Code Review ) Tip 99D ( Penetration Tests) yo1n/m»Tn - y 0
NIVYN INND WA SN MPYTIN INIY NIVWN DY YN NNLIXR MY
ORI

MY NXIPY ORIV NIOVWN T DY YAPMY 9 TYIN IWNIN MP>Tan .1.12.2
SPNND NOIWNN

NPNIND DRNNY DINYNNN 951 5905 IPNNN PADN — MPITAN ONR¥NNI 5190 .1.12.3
DY NYON NOIAP TNXY WITIN YD 1PNDI KNIV NIOWN T DY 1D 12y »Y
SPNND

NNVIAN D72 12 YN NNVIANX DY NNNNN MYIIT HI2 THNYN NOIWNN .1.12.4
2y .O»NMPN TIP MIPDI 1OIN MPTN MP>T2 5515 ,IRIY NIVWNI NN YTNN
1701 5515 ,1719%) DY TN 1N D90 YT NNVIXR NMIXI DD DPP YNNI PION
L VPTPY 925 OMPYON D9 NPIM YTNN NNVIANR MIPN DI DV ININNIN
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Y199 HNVAN YD'YOY NIYN.1.13

NNVIAND Y2797 Y9I NN T HY YINN PNIN VI PIDN HY NT PYDY MyH1a .1.13.1
MYITN/0%9971N TNN YD DY MY 12 19IND DX VI, NNPY NNPN DPYPNN
2ITPN P PAY/PYDI MY

,DXNIY) PADN INNI NIPNMINN MIIWNN SNN DXRWPN NNNOYSHN .1.13.1.1
T2 NMYPN ,0INIY DY TIND/MVA NTION ,NINYIN ,DIN) Y0702

Lr79Y MAXN NNANM 5T ,MIANN D) DMNMYN 0223572 MNYPNN NNAND .1.13.1.2

P25 PADN MDIWNN P2 NNYPNI MM NN NN NNMPN NTI9NN .1.13.1.3
DN NIIYNN 2223910 THN DI, INIY NIVYN NI2Y NTYPHIN PION NIIWN
|
90N

SN nyvwn Nay TEST -y PROD mya»aod myon»nn .1.13.1.4
s INT MDY MN»PN NNVIAX MIPAY MON»NN .1.13.1.5

NAC, Mm99y — MMNIRD DYDY DIVIND KD DIPNN NN NN .1.13.1.5.1
219y Device Control

PDIVYON DWNNYN NPN > HY "MPIN NINYINL VIO DINNY .1.13.1.5.2
.D2)272>79 N7y HY NOVIV NTIAYY

21039725997 DWNRNYNI INN NNPY INVIAN ,70% 1.13.1.5.3
.DVNNYN Y NP .1.13.1.5.4

I8P DNAN NN .1.13.1.5.5

.0V NN .1.13.1.5.6

.(Penetration Test) MmN M1 .1.13.1.5.7

OITT TP NYIN NVIND TP NP .1.13.1.5.8

(DVLDYD ,NNLIAN ,NNYPN) NPNYNN HHI2 NNYP NPIN NV .1.13.1.5.9
JPXNINONP MPY NV .1.13.1.5.10

SDVPOYIN NV .1.13.1.5.11

.OYON MY MNOTY .1.13.1.5.12

YTNRNOY NN L1.13.1.5.13

VI NNVaN .1.13.1.5.14

.M2>20 719N .1.13.1.5.15

.LOMSN NN PY NNVAX .1.13.1.5.16

JPNA0Y MDY N .1.13.1.5.17

59YN 2% MY HPOY NYOWNN .1.13.1.5.18
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DTN 2 - DXNVWN NIV NDNO

1
.2
3

—ANNON NMLVLYN

(NLWNN H919) N7D 160 TY NLWNN NN

.1

STRN NDMIA NOY YIND NLYNINDY .2

TIPI2 ;I8 Y09 OY MNAD N7D 10715 DY DTN TIPI2 NPATH YN NVLWN D5 Dy .3
DOYWNY 5HYHH MN HNILVYN

VPN NN DX NDINN NPATA PATIN PLIP OIDY .4

JOIPIMNI VPN OND 2 2270 PR .5

M MND DY NV APATNI PN NLWNN YNIZ N HOPON POVIP .6

NOYNN NP NNNDN DY VYD PN .7

- Pl

ONIVYNRN VPPN YY TIPI1I1DMD DPADNN OXVMaN YD .1

SUNIDN 99011 DY TIPIA NPATH OY WP OONID VMDY .2

DD OMNY/ NN/ YN/ ND ININN SVI9 DY TINYN NPATH DIV APIN/NPVIP DD .3
ONIVYNN VPRN NN NN TP

112990 NPATIN NN PX2TNY W N POIP HY 0) - TVONND NVIPA MDIN MVINN NP 4
NN OV NN

TP AN OVIY DY MNAY N’D 10715 DY DTN TIPIA NPATH YN NVLWN D3 Dy .5

2NIvYN

Y1991 DIND TPIN DY IYP NYY ,NPOUNY DINVWNN NIDN DIV ,NINN POVN NPINNI
DONNNA MY OIY PN MM MOVYNN NPNIN 2D NP 02-5442004/5 11951V INIY NYOVYN
MYINTY
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