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International Cyber Attacks Evaluation A
Prafile
Home  CyberEvents  Reports  Model Performance  Export
Sattings
Summary of Critical Events (Last 24 Hours) £, Geographic Impact Map Risk Score Distribution
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3 e N | . I I
@ High (71-100) .
® Medum [41-70)
Critical Events Detected Low (0-40) o @ B0 9
Recent Cyber Events (Last 7 Days) 'V Quick Filters
Date Title of Event Attack Type Severity Soctor Atfected Organization Risk Score View
April 23, Major breach at Defense 5
o Pt Ransomware [ion ) Government Ministry of Dafense 85 em— ®
April 23
Prs Phishing campaign an elections Phishing Energy Central Election Authority 62 e— @
April 22,
2025 Government data leak Data Leak [ High ] Government UnityTel E @
:::-IL) Banking malware alert Malware Telecommunications Darban Bank 57 ®
April 20
oz Hospital system outage Ransomware Healthcare Hillel Mediical Center 78— ®
April 20, X
2025 Energy supplier attack DDeS [ 6gh ] Healthcare Lakshmi Energy 90 —— ®
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€ Back to Dashbaard

Colonial Pipeline High Risk Level

Event Details

Overview

DarkSide ransomware gro

ine's network Compromises
which the DIOJ later

password Shutdown of the largest US refined il pipefine for & days Causing widespread fuel disruptions.

The company paid a $4.4 d $2.4 million

Sources Reported By

News Report Beuters.com

Date Reported Date Occurred

May B, 2021 May 7, 2021

Attack Type

Ransomware attack nfiated through a compromised VPN password lacking mutt-factor authentication, resulting in data theft (100G8) and systsm encryption, affecting bath

operational and billing systems.

Breakdown of Scoring
Saurce (75/180x8.10) 75D .
Attack (160/2080.18) ap .

Targeted Organization (80/100x0.10) 80




Breakdown of Scoring
Tha reporting was relatively fast and refiabio with
Source (75/108x0.10) 750 lication from official sourt (=} v
mware sttack targeting critical fuel
Attack (160/208%0.10) 8D carried out by a pro =] v
Gy sector with moderate impact on lszael’s
Targeted Organization (80/100x0. 10 8 D infrastructure, mainly through indirect effects on global =} v
energy mar
Rapid detaction of the attack (0-4 hours) allowed
Attack Detection Time (50/50x0.10) =] immediate response and minimization of potential =] ¥
damages. 50/50
. #t ensray corporation with significant Impact n the U.S o
Affected Sector (60/100x0.15) D East Coast region, market leader In It field. 607100 a2
time, there was cone c
Disruption Potential 170/110x0.15) X =] arket with global effects and a long recovery 3 v
7010
. ot concer about impact on energy prices and
Potentt faiat on Ecoonic (80/138x0.15) 2P nancial infrastructures related to the energy =] e
Infrastructure market. 80713
Limited concern about impact on fsrae's financial system
Potential Impact on Financial System (130/330x0.1) aD excapt for possibie volatilty in anergy stocks and financial ) v
organizations with exposure to this market. 1307
Mederate ecanamic comnection with signif oraphic
Economic and Geographic Connection  50/100x0.05) 25 D distance, reducing the strength of direct m wraol, v
507100
Breakdown of Scoring
Source (75/1060.18) 75 D D ~
Detailed Breakdown - Source:
Metric Category Points Explanation Feedback Evaluation
Speed of Reporting Twa-day reporting window 20 reporting with a delay of approximately 2 days =] @
Reliabity Case study 25 acreaible primary journalistic source =] ®
Technical Detail Comprehensive 15 Provides technical details yet not in detail =] @®
Correboration Muftiple sources 15 Article cites multiple corroborating sources =] @

Evaluation Analysis - Corroboration
@ AlLogic

Corraboration assessment evi the e

confirming the incidant detalls. Multiple sources incraase confidence in the accuracy of

reported infoy

Referenced Sources:

© Journalism Best Practices

© Cybersecurity Information Sharing

Add Comment - Source (Score)

[ Hallucination Checker

Status:
o®  Low chanca of Hallucinatin |

This check analyzes the consistency o
natlans of inconsistencies.

Gancel m
The assessment appears cansistent with available information and established scoring

criteria.
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Colonial Pipeline - 2021
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https://www.reuters.com/technology/colonial-pipeline-halts-all-pipeline-operations-after-cybersecurity-attack-2021-05-08/
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